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BBefleHMe. B HacTosiee Bpems 3aluTta, obecrneuymaemas (anepBosioM W aHTUBUPYCOM,
yXXe He ap(eKTMBHA MPOTMB CeTeBbIX aTak W ManBapeil. Ha nepsblii NiaH BbIXOAAT peLleHUs
Knacca IDS/IPS (puc. 1), KoTopble MOryT 06Hapy>XunBaTb U 6/10KMPOBATb KaK U3BECTHbIE, TaK U elle
He N3BECTHblEe Yrpo3bl. [1]
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PucyHok 1. CTpyKTypHaa cxema CeTu C ucnosib3osaHmem IPS

Bnarogapsa texHonorum IDS/IPS Mbl MOXEM BbIBECTU CUCTEMbl 06HAPYXEHUSA BTOPXEHWUIA
Ha HOBbIN ypoBeHb. UT0OLI caenatb Bbi6op Mexay IDS nnn IPS, cnegyeT NOHMMaTb MX MPUHLMMBI
paboTbl M HaszHayeHUe. Cuctema o6Hapy>xeHus BTopxeHun (IDS - Intrusion Detection System) -
3TO pelleHne, obecneymBarolllee MOHUTOPUHT COObITWUIA, MPOUCXOAALIMX B WMH(OPMALVOHHOW
CUCTEME W WX aHanM3 Ha Hanmyume MNPU3HAKOB BTOPXXEHUA B CUCTEMY: HapyLleHUs
KOHPMAEHUMANbHOCTM M LefIOCTHOCTM  uHopmauuu, W ApYyrux  nNpaBun  MOAUTUKM
NH(OopMaLMOHHON 6e3onacHOCTH.[2]

Tak, 3agaya IDS (Intrusion Detection System) cocTouT B OBGHapy>XeHUM W perncrpayuun
aTak, a TakXxe OMoBeLeHNn nNpu cpabaTbiBaHWM ONpeAeneHHOro npasuaa. B 3aBUCMMOCTU OT TUNa,
IDS yMmelT BbIABAATb  pas/iMyHble  BUAbl  CETEBbIX aTaKk, O0O6HapyXuBaTb  MOMbITKK
HeaBTOPM30BaHHOro [OCTyna WAW TMOBbILWEHUS MpUBUIErnin, nosBneHue BpefoHOCHoro MO,
OTCNEeXMBaTb OTKPbITME HOBOro nopta W T.4. B oT/inuMe OT MEXCETEeBOro 3JKpaHa,
KOHTPONMPYHOLLEro TONbKO napameTpbl ceccum (IP, Homep nopTa M cocTosHue cBsizein), IDS
«3arnagblBaeT» BHYTPb nakeTa (40 ceabMoro yposHa OSI), aHanu3npysa nepefaBaemble [aHHbIE.
CyuiecTByeT HeCKO/NbKO BUAOB CUCTEM O6GHapyXXeHUs BTOpXeHWi. Becbma nonynspHbl APIDS
(Application protocol-based IDS), KoTOpble MOHMTOPAT OFPaHWYEHHbIA CNMCOK MNPUKNaAHbIX
NPOTOKOMOB Ha npeamer cneumgpuyeckmx artak. TUMUYHbIMKA NpPeAcTaBUTENAMM 3TOr0 Kracca
asnaoTca PHPIDS,  aHanu3aupywowwmin  3anpockl K PHP-npunoxenunsm,  Mod_Security,
awmwatrowmin Beb-cepeep (Apache), n GreenSQL-FW, 6n0kupyowmnin onacHole SQL-KOMaHAbI
(Puc.2) [1](cm. cTaTblo «llocnegHUn py6ex»).
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PucyHok 2. PHPIDS 6nokupyeT HenpasunbHble PHP-3anpoch!

CeteBble NIDS (Network Intrusion Detection System) 6onee YyHuBepcanbHbl, 4TO
pocturaetca 6narogaps texHonorum DPI (Deep Packet Inspection, rny60Koe WMHCNEKTMPOBaHMeE
naketa). OHU KOHTPO/NIMPYIOT HE OA4HO KOHKPETHOE MNPUIOXKEHWE, a BeCb MNPOXOAALLMIA Tpaduk,
HauyMHas ¢ KaHanbHOro YPOBHA.

[Ond HeKOoTOopbIX MaKeTHbIX (WUALTPOB TaKXe peann3oBaHa BO3MOXHOCTb «3arfiiHyTb
BHYTPb» W 610KMPOBATbL ONacHOCTb. B KayecTBe npumepa MOXHO NPMBECTU MPoekTbl OpenDPI un
Fwsnort. MNMocneaHunii npeacTaBnsieT coboi nporpamMmy Ans npeobpasoBaHus 6asbl curHatyp Snort
B 9KBMBa/eHTHble MNpaBuna 610KMPOBKM And iptables. Ho n3HayanbHO (haiiepBOn 3aTO4YeH Nog,
apyrue 3agaum, ga n TexHonorus DPI «HaknagHa» Ans ABWMKKa, MO3TOMY (YHKLUKM N0 06paboTKe
LONONHUTENbHBIX faHHbIX OrpaHUYeHbl 6/IOKMPOBKON UMM MapKMpPOBaHMEM CTPOro OnpenesieHHbIX
npotokonos. IDS Bcero nuwb nomevaeT (alert) Bce mnogo3puTenbHblie AelcTBMsA. UTO6bI
3a610KMpoBaTh aTakyLWmii XoCT, afMUHUCTPATOP CaMOCTOATE/IbHO NepeHacTpanBaeT 6paHaMayap
BO BpPEMSA NMPOCMOTpPa CTaTUCTUKWU. ECTECTBEHHO, HM O KaKOM pearmpoBaHUM B peaslbHOM BPEMEHMU
34eCb peynm He umaeT. VIMeHHO noaTomy cerogHs 6onee uMHTepecHbl IPS (Intrusion Prevention
System, cucTeMa npepoTepaweHnMa atak). OHM OCHOBaHbl Ha IDS M MOryT camOCTOATE/NbHO
nepecTpaMBaTb NaKeTHbIA (UABTP MKW NpepbiBaTb ceaHc, oTcbinags TCP RST. B 3aBucumocTun oT
npuHUmMna pabotbl, IPS MOXeT ycTaHaBMBATLCA «B PaspbiB» WM UCMO/Ib30BaTb 3epKavpoBaHue
Tpagnka (SPAN), nonyyaemoro C  HECKO/IbKMX  CeHCopoB. Hanpumep, B  paspbiB
ycTaHaBnuBaeTca Hogwash Light BR, koTopas paboTaeT Ha BTopoM ypoBHe OSI. Takas cuctema
MOXeT He umeTb IP-afpeca, a 3Ha4YnUT, OCTAeTCA HEBUAMMOW ANA B3OMLLMKA.

B 06bI4YHON XU3HW ABEPb He TOJIbKO 3anMpatoT Ha 3aMOK, HO MU LONOMHUTE/NbHO 3al ML atoT,
OCTaB/iAA BO3/le Hee OXpaHHWKA, BeAb TO/MIbKO B 3TOM C/lyvyae MOXHO ObiTb YBEPEHHbIM B
6e3onacHocTu. B IT B KauyecTBe TaKOro CEKbHOPUTK BbICTynatT xocToBble IPS[1] (cm. «HoBbIi
000POHUTENBHBIN py6ex»), 3awulialowme N0KanbHYH CUCTeMY OT BMPYCOB, PYTKUTOB (Habop
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NpPOrpaMMHBIX cpencTs)[4] u B3aoma. X 4acTo myTaroT ¢ aHTUBHPYCAMHU, HMEIOIIUMH MOIYJIb PO
aktuBHOH 3ammuTbl. Ho HIPS, xak mpaBuio, He UCHOJB3YIOT CHUTHATYPBI, a 3HAYUT, HE TPeOyroT
NOCTOSIHHOTO OOHOBNeHUs1 0a3. OHM KOHTPOJMPYIOT ropa3no Oonblle CHCTEMHBIX IMapaMeTpPOB:
MPOIIECCHI, LIEIOCTHOCTh CHCTEMHBIX (PaHIIOB M peecTpa, 3alKCH B )KypHaJIaX U MHOTOE IPyToe.

UroObl MONHOCTBIO BJAAETh CUTyallHeld, HEOOXOOUMO KOHTPOJHPOBATH M COMOCTABISATH
COOBITHSI KaK Ha CETEBOM YpPOBHE, TaK M Ha ypoOBHe xocta. Jynsd 3TOH wLenmu ObLIM CO3JaHbI
rubpunHbie IDS, KOTOpBIE KOJUIEKTAT AaHHBIE U3 Pa3HBIX UCTOYHHKOB (MOJOOHbBIE CUCTEMbI YaCTO
otHOcsT K SIM — Security Information Management). Cpeau OpenSource-npoekToB B CBOOOAHOM
nocryne untepeceH Prelude Hybrid IDS, coOuparommii naHHbie pakTryuecku ¢o Bcex OpenSource
IDS/IPS u noHumaromuii GopMaT KypHAJIOB Pa3HbIX MPHUIOKEHUH (MOAAEPIKKAa 3TOH CHCTEMBI
NPUOCTAHOBJIEHA HECKOJIBKO JIET Ha3aj, HO COOpaHHbIE IMAKETHI €11e MOXKHO HAWTH B PETIO3UTOPHSX
Linux (cneuuanbHbie Xpanunuina))[3].

B pasHooOpasuu mpemyaraeMbIX pelieHHid MOXKeT 3amyTarbesi aaxke npodu. CeromHst mMbl
NO3HAKOMHUMCS ¢ HanOonee sspkumu npeacrasurensimu IDS/IPS-cucrem.

Cucrema npenotrspamenust sropxkernii (IPS — Intrusion prevention system) — perenue,
obecrieynBaroee OJIOKHPOBKY BBIIBJICHHBIX BTOPIKEHHI.

B uenom IPS no knaccudukanmu u ceou GyHKuusaM ananornysel IDS. I'naBHOe X oTinune
COCTOHT B TOM, 4TO IPS MOXKET B aBTOMaTH4YECKOM pesKiMe OJIOKHUpPOBaTh ceTeBbie aTaku. Kasknas
IPS Britouaer B ceOst Mmomyb IDS.

Ha coBpemeHHOM 3Tame pa3BUTHS WH(POPMALMOHHBIX CHCTEM CYLIECTBYET AOCTATOYHO
OonblIoe YHCIo crnocoOO0B, MO3BOJSIIOLUINX 3JIOYMBIIIJICHHUKAM aTaKOBATh KOMITBIOTEPHBIE CETH.
PesynpraToM arak, Kak MpaBWIIO, SIBJIAETCS MOXMIIEHHE WM mopya HHGOPMALIMH, a TaKkke cOou B
pabote nHPOPMALMOHHON HHPPACTPYKTYPhI MPEATIPUSATHS.

UroObl 00€30macuTh CBOKO CE€Th OT MOAOOHBIX YIpo3, MHOTME KOMIIAHHHM CETOIHS
3ayMbBIBAIOTCSI HaJl BOIIPOCOM CBOEBPEMEHHOTO OOHAPYIKEHHsI aTaK, 3aIlUThl KOPIIOPATHBHOM CETH,
YTO SIBJISIETCSI IEPBBIM IIATOM K YCIEITHOMY MPOTHBOACHCTBHIO UM.

HNmenno ¢ stoit uenpto Ha Oasze mpoaykroB kommanuii «Cisco Systems», «Check Point
Software Technologies», «Stonesofty u «Symantecy Opumn paspaboTaHbl peleHUs 10
OOHapY)KEHHIO U TPETOTBPALIEHUIO BTOPIKEHHUI 1JIsI CETEBBIX KOPIOPATHBHBIX pecypcoB. [laHHbIe
pelieHusi, HaOMOAast 32 CETeBOI aKTHMBHOCTBIO, MO3BOJISAIOT BBISIBUTH AHOMAJIbHBIE MJIH OIMACHBIE
coObITHS B MHPOPMAITOHHON CUCTEME MPEIATPUSITHSL.

Ucnonpzosanue cpencts IDS/ IPS nmo3BonsieT 1ocTHYb CAEAYIOMINX LENeH:

v OOHapY’KUTh CETEBYIO aTaky (cucreMa OOHApyKEHUs aTak);

v CIPOTHO3UPOBATh BO3MOXKHbIE Oynaylie aTtakd Jjsi  [pedOoTBpPAIUSHHs HX
HajJbHEHIIEro pa3sBUTHS, MyTEM OOHAPYKEHHsI IPEABAPUTENbHBIX 30HAUPYIOLINX AKLIUH;

v BBIMIOJHUTh JOKYMEHTHPOBaHHE OOHAPYKEHHBIX aTak;

v o0ecreunTb KOHTPOJb Ka4yecTBA AAMHHUCTPHUPOBAHHS CeTe C TOYKH 3PEHHUS
0e30macHOCTH;

v OIpeNeNUTh PACIOJIOKEHHE HMCTOYHHKA aTaKH M0 OTHOIIEHHIO K aTaKyeMOoW CeTh
W Y311y,

CpenctBa IDS/IPS crniocoOHBI OOHAPYKUTh MHOTHE THITBI CETEBBIX BTOPXKEHHMH M BECTH
OTBETHBIE IEHCTBHS HA HAPYLICHHUS, ONIEPATUBHO OTPaXKasi aTaKH.

Bapuantsl BHeapenusi. OObmHO mpu ynomuHaHum cucreM IPS B rojoBy mnpuxomsr
BbIJICJIEHHBIE YCTPOHCTBA, KOTOPBIE MOTYT OBITh YCTAHOBJICHBI HAa TIEPUMETPE KOPIIOPATUBHON CETH
U, B psiie CliyyaeB, BHyTPHM Hee. BHenpeHue B KadyecTBE CHUCTEM 3aIMUThl TAKHX AallapaTHBIX
ycTporcTB (security appliance) - Hambosee pacnmpOCTpaHEHHBIH BapHAHT, HO MOAJleKO He
enMHCTBeHHbIH. Takue nuIIo3bl O€30MacHOCTH, HECMOTPSl HAa XOPOUIYKD KpPAaTKOCPOUYHYIO H
CPEAHECPOUHYIO NEPCIEKTHUBY, B NAJbHEHIIEM IMOCTENEHHO YUAYT B TE€Hb, U MX MECTO 3aiiMyT
peLIeHNs], UHTETPUPOBAHHbIE B MHPPACTPYKTYpPYy, 4TO Tropaszno 3¢ddexTunBHEE CO MHOTHX TOUYEK
3peHUsl.
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Bo-mepBBIX, CTOMMOCTHP HWHTETPHUPOBAHHOTO PEHICHUS HIDKE CTOMMOCTH aBTOHOMHOIO
(stand-alone) ycrpoiicTBa. Bo-BTOpBIX, HIKE U CTOMMOCTb BHepeHUs ((PUHAHCOBAs U BPEMEHHAsT)
TAKOTO PEIIEHHsI - MOXKHO HE MEHSTb TOIOJIOTHIO CETH. B-TpeThux, HaAe)KHOCTD BBIIIE, TAK KaK B
LIETIOYKE MPOXOKACHUS TpaduKka OTCYTCTBYET AOMOJHHUTENBHOE 3BEHO, MOABEPKEHHOE OTKAa3aM.
HakoHew, B-4eTBEpPTHIX, WHTETPUPOBAHHBIC PELICHUS MPEAOCTABISIOT OOJiee BBICOKHH YPOBEHB
3aIUTHI 32 cYET OOJIee TECHOTO B3aUMOAEHCTBUS € 3alHUIIIAeMbIMHA PECYPCaMHL.

Cama wHTerpauusi MOXeT OBITh  BBINOJHEHA Pa3NUYHbIMH  myTssMH.  CaMbIM
PacIpOCTPAHEHHBIM CIIOCOOOM B HACTOSIIIMN MOMEHT SIBJISIETCS MCIIOJIb30BAHHE MapLIPyTH3aTOpa
(router). B sTtom cnydae cucrema IPS CTaHOBHTCS COCTAaBHOH HYacThIO NAHHOTO YCTPOHCTBA U
NOJIy4aeT AOCTYI K aHAJIU3UpyeMOMY TpaduKy cpasy MOCie MOCTYIUICHUs €ro Ha OINpenesieHHbIN
uHTepdeiic. UnTerpuposanHas B cereBoe odopynoBanue cuctema IPS moxer ObITh peann3oBaHa B
BU/I€ OTZENIBHOTO MOYJsI, BCTABISIEMOrO B LIACCH MapLIPyTH3aTOpa, MJIM B BU/EC HEOTHEMIIEMON
4aCTH OMNEPALMOHHOM CHCTEMBbl MaplIpyTh3aTopa. llepBoll B MaHHOM HaNpaBIE€HUU PA3BUTHSA
cucreM IPS crama xommanusi Cisco Systems, uMeromasi Kak OTHENbHbIE MOAYJIHU JJsI CBOHMX
MapmpyTusatopoB, Tak u moxacucremy Cisco 10S IPS, Bxopsimyr B COCTaB OMNEpPALMOHHOMN
cucremel Cisco 10S. Ilpumepy Cisco mocnenoBanu u Apyrue cereBble mpoussBoautenu: Extreme,
3Comur. 1.

Ho cucrema IPS, nHTerpupoBaHHasi B MapIIpyTH3aTOP, YMEET OTPAkaThb aTaKU TOJBKO HA
MEepUMETPe CETH, OCTaBJIsAsi BHYTPEHHUE pecypchl 0Oe3 3amuthl. [lodTOMy BTOpOW TOYKOMU
UHTETPALUH SIBIISTIOTCS KOMMYTATOPBI JIOKAJIbHON ceTH (Switch), B KOTOpBIE € YCIIEXOM MOTYT OBbITh
BHEIPEHBl MEXaHU3MBbI NPENOTBpAIlEHHs aTak, npuueM kak B Buae 4dactu OC, Tak U B BHIE
OTHENBHOTO ammapaTHoro Moyt llepBoe ciioBo B mgaHHOW oOnactu ckasana kommanus ODS
Networks, npenyioskuBinasi KOMMyTaTOpbl ¢ BcTpoeHHOH cuctemoii IPS. TTozxxe ODS Obiina kyrmiena
kommnanueit SAIC, a texHonorusi uaTerpaiuu IPS B koMMyTaTOphl Ha BpeMsi 3a0bITa, MOKA ee He
Bo3ponuia Cisco Systems B cBoem cemerictse Cisco Catalyst.

Tpernii TUnm yCTPOHCTB, Hepe3 KOTOPbIE MOXKET NPOXOAUTHh TpPaduK, HYKNAIOLIMHCA B
aHaM3e, TPEJCTAaBJIeH TOYKamMu OecrpoBomHOro noctyma (wireless access point). CeromHs 3T0
HANpaBJICeHUE AaKTUBHO pPAa3BUBAETCS, YTO CBSI3aHO CO BCIUIECKOM HHTEpeca K OecrnpOBOIHBIM
texnonorusim (Wi-Fi, WIMAX, RFID). ITo nytu uHTerpauuy mouuid TaKHue MPOU3BOIAUTENH, KaK
Cisco Systems u Aruba, ocHacTuBIIHE CBOE 00OpyIOBaHUE HeoOXomuMbiMU (PyHKIMsMU. Takoro
pona CHCTEMBbl, TOMUMO OOHAPYKEHHsI M NMPEIOTBPALICHUS] PA3IMYHBIX aTaK, YMEIOT OINPEnessTh
MECTOHAXOK/ICHNE HECAHKIMOHMPOBAHHO YCTAaHOBJIEHHBIX OECHPOBOAHBIX TOYEK OOCTyNa U
kiueHToB. Jpyrue npomssoamrtenu (Hampumep, Trapeze Networks) He HMEIOT COOCTBEHHBIX
peleHnii, TIO3TOMY  HWHTETPUPYIOTCST C  TMPOU3BOAUTENSIMH  CAMOCTOSITENIbHBIX ~ CHUCTEM
npenoTBpalleHusl atak B OecrnpoBomHbix ceTsix - AirDefense, AirMagnet, AirTight, Network
Chemistry u Newbury Networks.

IMocnennum pyOeskom OOOpOHBIL, TAe MOXET ObITh ycTaHOBIeHa cuctema IPS, sBisercs
pabouas craHus wiu cepeep. B atom ciyuae IPS peanusyercss HECKOJIBKUMHE MyTAMU. Bo-TIepBBIX,
KaKk MpOorpaMMHOE OOecreueHne, WHTETPUPOBAHHOE B OMNEpaloHHYK cucteMy. Iloka Takmx
peLIeHNiI HEMHOI'O U BCE OHU OrPaHUYMBArOTC cucteMaMu cemerictea UNIX, mockonbKy ux sapo
MO>KHO CKOMITMJIUPOBaTb BMECTE C IMOJCUCTEMON oTpakeHMs aTak. Bo-BTopeix, cucrema IPS Ha
paboueil CTaHIIMK WM CepBEpPe MOXKET NpeacTaBisTh codoit mpuknaanoe I10, ycranaBmmuBaemoe
"moBepx" omepanMoOHHON CcHCTeMBl. Bbimyckaercs OonpmmnM unciaoMm npomsBomureneit: Cisco
Systems, ISS, McAfee, Star Force u npyrumu. Otu cucremsl HasbiBatroTcst Host IPS (HIPS). Kpowme
OTPaKeHUs CETEeBBIX aTak, OHM O00JanarT eme OOJbIIMM KOJIMYECTBOM IMOJIE3HBIX (HYHKLIUN:
KOHTpoJb noctyma k USB, co3maHne 3aMKHYTOH IpPOrpaMMHON Cpenbl, KOHTPOJIb YTEYKH
uH(POpPMALIUK, KOHTPOJb 3arpy3KH C MOCTOPOHHUX HOcuTened u T. n. B-tperpux, cucrema IPS
MOXET MPEACTABIATh COOOH OTHENbHYIO0 MOACUCTEMY OTPAKEHHS aTakK, PEaTU30BAHHYIO B CETEBOU
kapre. Hexoropeie npousBoaurenu (B yactHocTH, D-Link) BbIMyCKarOT Takoro poma yCTpOHCTBA,
OHAKO WX pPAaCHpOCTPAHEHHOCTb OCTABISET >KenaTh Jydmero. CHUTyauuss MOXKET H3MEHHUTHCS
TOJIBKO B TOM Clly4ae, KOoraa Takoi (yHKIIoHa OyneT 6a30BbIM Jisl JTF0O0H CEeTEBOM KapThI.
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Ecnn ke BepHYTbCA K BblLENEHHbIM CpefCcTBam MpefoTBpalleHns aTak, TO OCHOBHbIMU
NrpoKaMy 3aToro pbiHKa ABAAKTCA KomnaHum Cisco Systems, ISS, Juniper; M3 Maniou3BeCTHbIX B
Poccum - 3Com, McAfee, Sourcefire, Top Layer, NFR n gpyrue. N yX coBCeM HEM3BECTHbI TaKue
npounssoanTenu, kak V-Secure, StillSecure, DeepNines, NitroSecurity n Reflex Security.

OCOOHSIKOM CTOMUT TEXHONOrns OOHapyXeHMs W O6N0KMPOBaHMA aHOManuii B CETEBOM
Tpahuke, KoTopyto noppepxusatoT Arbor Networks, Cisco Systems, Lancope, Mazu Networks u
Q1 Labs. OpHako AaHHble pelleHWs OTAMYalTCA OT Knaccumyeckux cuctem IPS. Tpexae Bcero,
OHW paboTaldT He B pexume online, OHW UMeKOT [ef0 He C caMuUM TpauMKOM, a, Hanpumep, ¢
Netflow. Kpome TOro, npofykTbl JaHHOr0 KjlacCca He aBTOHOMHbI, @ TEeCHO CBfi3aHbl C APYrvMM
peweHnamn (Kak npaBwufio, C ceTeBbIM 060pyaoBaHMeM). HakoHel, CUCTeEMbl OOHapyXeHus W
6/10KMpOBaHMA aHOManniA He NpeAoTBpaLLat0T aTaku, a AeACTBYIOT PeakKTUBHO - U3MEHSAKOT CMUCKMU
KoHTponsa goctyna (ACL, Access Control Lists) y>xe nocsie o6Hapy>XeHus ataku. [6]

BbiBoabl: CoBpeMeHHblli WHTEpPHET HeceT OrpoMHOEe KONMYecTBO Yrpo3, Mo3Tomy
y3Kocneynann3npoBaHHble CUCTEMbI Y)XKe He aKTyaslbHbl. He06X04MMO MCnonb3oBaTb KOMMIEKCHOE
MHOTO(hYHKLMOHaNbHOE PEeLleHne, BKKOYalOLlee BCe KOMMOHEHThI 3aliuTbl: (aitepson, IDS/IPS,
aHTUBMPYC, MNPOKCU-CepBep, KOHTEHTHbIA (UALTP W aHTUcnam-gpunbTp. Takue YCTpoOlCTBa
nonyunnun HasgaHme UTM (Unified Threat Management, 06beJWHEHHbIA KOHTPONbL Yrpo3). B
Kavectse npumepos UTM moxHo npusectn Trend Micro Deep Security,Kerio Control, Sonicwall
Network Security, FortiGate Network Security Platforms and Appliances nnu
crneuunanusMpoBaHHble ANCTpUbYTMBLI Linux, Takue Kak Untangle Gateway, IPCop Firewall.

Cucrtema obHapy>XeHus 1 NpefoTBpaLLeHNs BTOPXKEHUA - OCHOBA 3aLliMTbl KOPMOpaTUBHOM
CeTV OT HeCaHKUMOHMPOBAHHOIO A0CTYyNa.

Cama no cebe TexHonorusa IPS He sBndeTcs naHaueen, n ee aPPHEeKTUBHOCTb 3aBUCUT OT
rpamMoTHOr0 NMPUMEHEHMA UMEIOLLMXCA UHCTPYMEHTOB U UX UHTErpauuu ¢ Apyrmmu 3alimTHbIMU U
ceTeBbIMU TEXHONOTMAMU. TONbKO B Cllyyae MOCTPOEHUA KOMMIEKCHOW MH(PACTPYKTYpbl 3aLiUThI
cuctembl IPS 6yayT HafeXHbIM KUPNUYMKOM B HEMPUCTYMHOW CTEHEe, OMOsACbIBalOLWel Bawly
opraHusayuio.

Cnncok nuTepaTypbl
http://xakep.ru
http://compuway.ru/ips-2/
http://help.ubuntu.ru/wiki/pecnosntopun
https://ru.wikipedia.org/wiki/pyTkut
https://ru.wikipedia.org/wiki/ BpegoHocHasa_nporpamma
http://citforum.ru/security/articles/ips/
(AneKcem JNykaukuin, meHea>Kep no pa3snTuio 6usHeca Cisco Systems)
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http://ru.trendmicro.com/
http://kerio.ru/
http://sonicwall.com/
http://sonicwall.com/
http://fortinet.com/
http://xakep.ru
http://compuway.ru/ips-2/
http://help.ubuntu.ru/wiki/%d0%a1%d0%82%d0%a0%c2%b5%d0%a1%d0%83%d0%a0%d1%97%d0%a0%d1%95%d0%a0%c2%b7%d0%a0%d1%91%d0%a1%e2%80%9a%d0%a0%d1%95%d0%a1%d0%82%d0%a0%d1%91%d0%a0%d1%91
https://ru.wikipedia.org/wiki/%d0%a1%d0%82%d0%a1%d1%93%d0%a1%e2%80%9a%d0%a0%d1%94%d0%a0%d1%91%d0%a1%e2%80%9a
https://ru.wikipedia.org/wiki/
http://citforum.ru/security/articles/ips/

