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PACIIAPAEMAS MOJIYJIbHAS IIJIAT®GOPMA HA BA3E OPEN SOURCE PEIIIEHUM
AJISI SECURITY OPERATIONS CENTER

C.B. Kopakun, 3.X. Xanrmyxameoos

AHHOmMauyus. PaccmaTpuBaloTcs BONPOCh! MOCTPOEHUS PacLUMpSieMblX MOAYMNbHbIX NAaTdopM ANS LEeHTPOB MOHUTO-
pVIHra 1 pearMpoBaHus Ha MHUMAEHTbI MHOpMaLnoHHoW 6esonacHocTu. MpegnaraeTtca Ha ocHoBe YHMBeEpCarnbHOW
cpefbl NPOEKTUPOBAHUS aBTOMAaTU3MPOBAHHbBIX CUCTEM 3aLLMLLEHHOTO UCMOSIHEHNSA pa3paboTaTb pacLUMPSiEMy0 MO-
aynbHyto nnatdopmy ans SOC (PMIN SOC), koTopas cmoxeT obecneunsaTb 6€30MacHOCTbL aBTOMATU3UPOBAHHBIX CU-
CTeM nop ynpasneHnem anroputMoB MALLUMHHOMO 0ByYeHWs HEMPOHHOW CeTu, TO ecTb paspabotke MO, anropuTMoB
ynpaBreHus, CTPYKTYpPbl YHUBEPCArbHbIX aBTOMATU3NPOBAHHbLIX CUCTEM 3aLLMLLEHHOTO UCMOMHEHNS C NMPUMEHEHNEM
HeyipoceTeBbIX anropuTMOB YNpaBeHNs CUCTEMON.

Kntouesble criosa: obnayHble TEXHONOMM; 3alumMTa UHGOPMAaLIUK; 3aluuTa AaHHbIX; CETEBbIE CEHCOPbI; MEXCETEBOM
3KpaH; HeMpoceTeBbIE anropuTMbl YNpaBneHnsl; HepoCceTb.

SECURITY OPERATIONS CENTER YUYH OPEN SOURCE
YEUMMJAEPAHWH BA3ACBIHJIA KEHEUTHJIYYYY MOAVYJIAYK IIIIAT®OPMA

C.B. Kopakun, 3.X. Xanmyxameooe

AHHomauyusi. Makanaga maanbiMaTTblk KOONCYy3ayK yyyprapbiHa MOHUTOPUHT XYPry3yy xaHa Yapa kepyy 6op6opnopy
YUYH KeHeWTunyyyy momynayk asHTyanapabl Kypyy macenenepu kapanraH. OMrekte Koorncy3 aTkapyyHyH aBToMar-
TalThIPbINFAH CUCTEMACHIH A0NIGOOPNOOHYH YHUBEPCANAbIK YOMPOCYHYH HErM3UHAE HEWPOH TapMakTapbiH MalluHa-
NbIK YAPSHYY anropuTMAEPVHUH Ke3eMernyHAe aBToMaTTallThipbiraH cucTeManapblH KOomncysayryH kameblagan ana
TypraH SOC yuyH keHenTunyyyy mogynayk nnargopmansl (PMIM SOC) nwten Ybiryy cyHywtanat, 6alikada antkaHaa,
nporpaMmarbik KaMCbI3A0OHY, Gallkapyy anropuTMaEPWH, cucTeMaHbl GallkapyyHyH HEMPOHAYK-TapMaKTbIK anropuT-
MIEPAM KOMNZOHYY MEHEH KOOMcy3 aTkapyyHyH yHMBepcanayy aBTomMaTTalTbipbiiraH cucTemManapbliHblH TY3yMYH MWLL-
Ten Ybiryy cyHywtanar.

TyliyHOyy ce3dep: BynyT TexHonorusnapbl; MaansiMaTTapAbl KOProo; AavibliHaapAbl KOProo; TapMaKTblK CEHCOpPIIop;
TapMakTap aparsblk 9KpaH; HeipoH TapMarbliH Gallkapyy anropuTMaepw; HeipoH TapmMarsi.

EXPANDABLE MODULAR PLATFORM BASED ON OPEN SOURCE SOLUTIONS
FOR SECURITY OPERATIONS CENTER

S.V. Koryakin, E.Kh. Khalmuhamedov

Abstract. The article discusses the issues of building extensible modular platforms for monitoring centers and information
security incident response. The paper proposes to develop an extensible modular platform for SOC (RMP SOC), which
can ensure the safety of automated systems under the control of neural network machine learning algorithms, that is, in
other words, software development, control algorithms, structure universal automated systems of secure execution with
the use of neural network algorithms for system control.

Keywords: cloud technologies; information protection; data protection; network sensors; firewall; neuro-network control
algorithms; neural network.
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Beenenune. OCHOBHOI 3aja4ell aBTOMaTU3UPOBAaHHBIX cUcTeM 3amuThl nHpopmarnmu (AC3U) sBisier-
csl IPEOTBPAIlCHUE HAMEPEHHOM WIIN HEHAMEPEHHOH nepeaadn (yTeukn) KOH(UASHIMAIbHOW HH(opMauu
3a mpenessl HHGOpManOHHOH cucTeMbl. [IpakTika mokassiBaet, 4To OOJbIIast YacTh CTABIINX U3BECTHBIMU
yTeuek (mopsiaxa 75 %) MpOUCXOAUT HE TI0 3110MY YMBICIY, a U3-3a OIINOOK, HeBHUMATEIbHOCTH, Oe3aadep-
HOCTH, HEOPESKHOCTH pabOTHHUKOB. BEISBIATE momoOHbIe yTeuku mporie. OcTanbHas 9acTh CBS3aHa CO 3IBIM
YMBICJIOM OIIEPaTOpPOB M MONb30BaTeNe HHOOPMAMOHHBIX cucTeM. [IoHATHO, 4TO MHCalAepH!, KaK PaBUIIO,
CTaparoTCsl TPEOIOIETh CPEACTBA CUCTEM 3amuThl HH(popManuu. Vcxom 3Toil 0OphOBI 3aBUCUT OT MHOTHX
(haKTOPOB U NMO3TOMY TapaHTUPOBATh HEOOXOIUMBIH yCIIeX B JAHHOM CIIydae BeCbMa MPOOIEeMaTHIHO.

Kpome ocHoBHO¥ 3anaun, crosimeid mepen AC3U, cyriecTByeT Hesbli psiji BTOPHYHBIX (TTOOOYHBIX) 3a-
nad:

»  apXUBUPOBAaHUE IEPECHUIAEMBIX COOOIICHHUI Ha CIydail BOSMOXKHBIX B OyIyIIeM pacciieOBaHUI HHITH-

JICHTOB;

»  TIpeIOoTBpAILCHHE ITEPEaadr BOBHE HE TOIBKO KOH(MUICHIINATEHON, HO M APYTOH HEeXeTaTeIsHON HHPOP-

Maru (OOMIHBIX BBIPKEHHM, CllaMa, SPOTUKH, U3ITUIITHUX 00BEMOB JaHHBIX H T. I1.);

»  TIpeoTBpAIlCHHE Tepeayn HeXeIaTeqbHOH HHPOPMAIK HE TOIBKO M3HYTPH HApYXKy, HO M CHapyXd

BHYTPb HH(POPMAIIMOHHON CUCTEMBIL;

» TIPEeNOTBpAICHHE HCIIONB30BAHHUS PAOOTHHKAMH Ka38HHBIX HWH()OPMAIMOHHBIX PECYpCOB B JMYHBIX

LENsX;

»  ONTHMU3AINKs 3arpy3Kd KaHAJIOB;
»  KOHTpOIb Tpaduka;
»  KOHTPOJIb IPUCYTCTBUS pAOOTHUKOB Ha pPabOvYeM MECTeE.

MHorue opraHu3aiiy MONaraiT psA 3THX 3a1ad 0ojee MPUOPUTETHBIMHU, Y€M 3allUTa OT yTeUeK WH-
(dopmarm. B cBs3u ¢ 3THM, COOTBETCTBYIONIMMH CIICIMATHCTAaMU OBLI pa3paboTaH LENbIA P MPOTrpaMM,
OpPUEHTHUPOBAHHBIX B OCHOBHOM MMEHHO JIJIsl PEIICHHs] BTOPUYHBIX 33]1a4, HO CIIOCOOHBIX IIPH ATOM, B PSJe
CiTydaeB, paboTaTh U KaK CPEACTBO 3AIIUTH HH(POPMAITHX OT YTEUEK.

Crnenyer 3aMeTHTh, YTO OT MoiHOUEHHBIX AC3U Takme mporpaMMbl OTIMYACT OTCYTCTBHE Pa3BUTHIX
CPEJICTB aHAJIN3a ITEPEXBAUCHHBIX TAHHBIX, KOTOPBIN, KaK MIPABUIIO, TIPOU3BOIHUTCS CIICIIHAIHCTOM MO MHpOp-
MaIMOHHON 0e30MacHOCTH BPYUHYIO, YTO YIOOHO TOJNBKO JJisl HEOONBIINX OpraHU3alluii, IMEIOIIUX, HATPH-
Mep, 10 AECATH KOHTPOIHPYEMBIX COTPYIHUKOB.

ITosToMy ceromHs, Kak HUKOTZA, aKTyaJeH BOMPOC aHAIN3a U 3alUTHl CETEBOM MH(PACTPYKTYpbI HH-
(hopMallMOHHON cHCTeMbl M 0a3 JJAHHBIX BO BCeX MH(DOPMAIMOHHBIX cepax, KOTOphle UTPAIOT BCe BO3pac-
TaIOLIYIO POJIb B 0OecrieueHnH 0e30MaCHOCTH KU3HEACATEIbHOCTH 0011IecTBa B 1iesioM. Yepes 3Ty cdepy pea-
JHM3yeTcs 3HAYNTEIbHAS 9acTh YIP0o3 HAIIMOHAIBHOM 0€30IT1aCHOCTH TOCYapCTBa.

UToObI CIIPaBUTHCS CO CTPEMHUTEIBHO HAPACTAIOLIMM MMOTOKOM MH(OPMAIINH, BEI3BAHHBIM HAYYHO-TEX-
HIYECKUM IIPOTPECCOM, CYOBEKTHI PeANPUHIMATEIBCKON IEATCIPHOCTH, YIPSKACHUS H OpraHU3aInN BCEX
(bopM COOCTBEHHOCTH BBIHYXIEHBI TOCTOSIHHO MOIOIHATH CBOI apceHasl pa3HOOOPa3HbIMU TEXHUYECKUMU
CPE/ICTBAMH M CHCTEMaMH, MPeAHA3HAYCHHBIME Ul TIpHEMa, Tiepeiad, 00paboTKu U XpaHeHUsT HH(popMa-
IIUM, ¥ B KOTOPHIX OCHOBHAs 3aIlUTHAsE (PYHKIIMS PEaTU3yeTCs COOTBETCTBYIOIIMMHU TEXHUYECKUMH YCTPOK-
CTBaMH (KOMILIEKCOM HII CHCTEMOM ). DU3MUECKUE MPOIIeCChl, TPOUCXOIIIINE B TAKUX YCTPOHCTBAX TPH UX
(DYHKIIHOHMPOBAHMH, CO3/IaI0T B OKPY’KAIOIIEM IIPOCTPAHCTBE TOOOUHBIE AIEKTPOMArHUTHBIE, AKyCTUUECKUE
U IpyTUe W3ITYYICHHsI, KOTOPBIC B TOW WIIM HHOW CTETICHU CBSI3aHBI ¢ 00paboTKOi HHpOpPMAIHK U (paKTHICCKU
00pasyoT COOTBETCTBYIOIINE TEXHUIECKHUE KaHAbI yTEUEK.

W3zBecTHO, uTO 3amuTa MHGOPMALIUHN OT YTEUKH IO TEXHUYECKUM KaHallaM JOCTHTAeTCsl MPOEKTHO-ap-
XUTEKTYPHBIMH PELICHUSIMH, IPOBEICHUEM OPTaHU3AI[MOHHBIX U TEXHUYECKUX MEPOIPUSITHH, & TAKIKE BbISIB-
JICHUEM TIOPTAaTUBHBIX 3JIEKTPOHHBIX YCTPOHCTB TepexBaTa HH(popManuy (3aKIagHbIX ycTpoiicT). Crexyer
OTMETUTb, YTO CYIIECTBYET MHOXECTBO MPOOIEMHBIX BOIPOCOB 10 3alUTE HH(YOPMALIUH, PEIICHHE KOTOPBIX
3aBHCHT OT OOBEKTUBHBIX U CyOBEKTHBHBIX (DAKTOPOB, B TOM YHCJIE U ISPHUINTA KOHKPETHBIX BO3MOKHOCTEH
€€ TEXHUYECKOH peanu3aluu.
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Jnst perenus MOCTaBICHHBIX 33/1a4 HEOOXOAMM JeTaIbHBINA aHAN3 CYIIECTBYIOMNX OCHOBHBIX IOIXO-
JIOB K MPOrpaMMHO-aNIapaTHoON peanu3auuu obecredyeHuss KubepOe30nacHOCTH aBTOMAaTHU3UPOBAHHBIX CH-
cTeM. Ha ceromusinmamii 1eHb CYIIECTBYIOT BA TAKMX OCHOBHBIX IOXOA:

» Ucnonp3oBanue Host-based u Network IDS pemrenwit, B Tom grcie SIEM u DLP cucrem.
»  Vcnonb3oBaHKe pa3iMyHOTO YPOBHS CIOKHOCTH MEKCETEBBIX DKPAHOB.

PaccmoTpuM 0COOEHHOCTH peanu3aluy MepPeYrCcIeHHbIX BBILIE MOAXOA0B Ha MpPUMEpE MPOAYKTOB CO
CcBOOOTHOM JIMTICH3UEH U OTKPBITHIM HCXOTHBIM KOJIOM, KOTOPBII ITPH HEOOXOAUMOCTH, MO)KHO U3MEHUTH MITH
aJarTUPOBATh MO CYIIECTBYIOLINE HYKIbl U 33/1a4 1JI11 KOHKPETHOH aBTOMaTU3UPOBAHHONW CUCTEMBI 3allli-
meHHoro ucnojHeHust (AMC3M).

Iporpammubie Host-based u Network IDS pemienusi — 3To HeoTbeMiIeMas 4aCTh [IPOLECCa IPUHATUS
pelIeHus: 0 BHEIPEHUH CUCTEMbI HHPOpMamoHHOM/K1bep OezonmacHoCTH. C UX MOMOIIBIO MOXHO JICTEKTH-
pOBaTh Pa3IMYHOTO POJa AHOMAJWH, KaK HA CAMUX XOCTaX, TaK M BO BHYTPCHHEH MH(POPMAIIMOHHOW CETH
opranm3anuy. K TakuM MOI03pUTEIBHBIM ICHCTBUAM MOKHO OTHECTH: KCIUIyaTaINIo YSI3BUMOCTEH Y 3ammy-
LICHHBIX CEPBUCOB, MOBBIILIEHUE MIPUBUIETUI C MOMOILBIO ONpPENENIeHHBIX TEXHUK, HECAaHKIIMOHUPOBAHHBIH
JIOCTYI, aKTUBHOCTBH BPEIOHOCHOTO KOJa M T. Z. DTO MO3BOJISICT CBOEBPEMEHHO PEarnpoBaTh Ha BHE3AITHBIC
YTPO3bI OE30ITACHOCTH.

Ananu3upysi paboTy MpOTrpaMMHBIX peIleHHi Oojiee IeTanbHO, MOXKHO CKas3aTh, 4To Host-based
Intrusion Detection System paboTaeT BHYTpH, Ha KaKIOM XOCTE, KaK OTACIBHBIA IMPOrPAMMHBIA MPOIYKT.
Ero ocHOBHAas 11€)1b — BBISBIISITH MTOJIO3PUTEIBLHBIC ACUCTBUS IyTEM IMPOBEPKU KaXKIOTO COOBITUS HA MPEIMET
COOTBETCTBHUS NPUHATON MOJieNin 0€30MacCHOCTH, T. €. OTCIIEKHUBATH Bce 0OpaIleHUsl TPOTPaMMHBIX MTPOIYK-
TOB K ONPENEICHHBIM pecypcaM CHCTEMBI, OCYIIECTBISITh MOHUTOPHHT M3MEHEHHUS COACPKUMOTO (haiinos,
AQHAJIM3UPOBATh CHUCTEMHBIE BBI3OBBI, JOI'M BCEX NMPWIOKEHUN W T. 1. [103Boisis, TeM cambIM, HE HapyIllaTbh
MOJUTHKY 0€30IacHOCTH. BONbIMM MpenMyIecTBOM SIBISIETCS TO, UYTO OH MOXKET aHAJIN3UPOBATH JICHCTBUS
¢ OOIIBIION TOYHOCTBIO, ONPENeIsis M GUKCUPYS B OTYCTHOCTU TE IPOLECCHl U MOIb30BATEINCH, KOTOPBIC He-
MOCPE/ICTBEHHO MMEIOT OTHOIICHUE K TIOJA03PUTEIBHBIM JEHCTBUSAM, TPUBOAMBIINE K KOMIpoMeTaruu. J{is
pean3aluu 3TOro, OHM UCHOJB3YIOT HH(OPMAIIMOHHBIE PECYPChI ABYX BHJIOB: OTYETHI MO ayAUTy OIepalu-
OHHOM CHCTEMBI U CUCTeMHBIC JIorH. OHUM U3 HanOoJIee MOMy/SIPHBIX IPEICTABUTENCH JTAHHOTO TUIIA SIBJISI-
ercst: OSSEC, Wazuh, Osquery.

B nmannoil paccmaTpuBaeTcsi BapHaHT MOCTPOCHHS pacIIMpsieMoil MoxynbHOU miaatdopmsl 11t SOC Ha
npumepe nporpammuoro odecnedenus (I10) ¢ oTkpeiTeiM KoOoM Wazuh. Hanbomnee BayKHBIME U3 JOCTOMHCTB
BbIOpaHHOTO [1O MOYXKHO OTMETHUTH CIIEIYIOIINE:
n3HavansHo 310 [10 paspabarsiBaniock kak Gpopk/orBerBieHne o OSSEC;

MOXET yCTaHaBJIMBAThCs Pa3InIHbIME criocobamu docker, puppet, chef, ansible;

MOJIEP’)KUBAET MOHUTOPUHT OOJIAUHBIX TEXHOJIOTHH;

MMeEeT KOMIUTIEKC YCTaHOBICHHBIX TpeOoBanmii o crangapram ot CIS, PCI DSS u T. 1.; moKpsIBacT He
Toibko yacTh Host Ho 1 Network IDS pemenunewm;

SIBJSIETCSI TTOJTHOCTBIO Open source MpoayKToM;

o0laiaeT JOCTATOYHOW IPOCTOTOH B HCIIONB30BAaHHUM, W MOANCpKHUBacT MHTerpanuio ¢ Elasticsearch
u Splunk.

W3 HegoCcTaTKOB TOJBKO TO, UTO Y HETO CIOKHAsA apXUTEKTYypa, I1e TpedyeTcsl He TOIbKO pa3BepThIBAaHHUE
ctexka ELK, HO 1 cepBepHBIX kKoMIIOHEHTOB Wazuh.

B makere texamyeckoi nokymenTtamuu ot Wazuh Intrusion Detection System, omnmucaHbl anrOpUTMBL pa-
00TbI, 110 JaHHBIM anroput™am areHThl (110, yctaHaBmuBaemMoe 00beKTax HHPOPMAITMOHHOW CHCTEMBI) pado-
TaIOT Ha YPOBHE XOCTa, COBMEINAs NETEKTHPOBAHKUE BTOPKCHUH U IIPOrPAMMHBIM 3JI0yIIOTpeOIcHneM Ha 6a3e
QHOMAJIBHBIX SIBIICHUI U CUTHATYPHBIX TEXHOJOTHIA. TakkKe areHThl MOTYT UCIIOIb30BAThCS JUII MOHUTOPHHTA
aKTUBHOCTH I10JIb30BaTeJIei U BBIABICHUS PA3IIMUHOTO POJAA YA3BUMOCTEH.

Takum oOpazom, Wazuh areHTBl MOTYT (D)YHKIIMOHHPOBaTh BO BCEX MOIMYISPHBIX ONEPAIMOHHBIX CH-
cremax: Windows, Linux, MacOS, Solaris, AIX u T. 1. Ucnonb3ys 310 [10 MOXXHO mpeaoTBpamars yrpo3sl,

YV VYV

YV VY
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JICTEKTHPOBATh UX, U caMoe TIIaBHOE, pearuposatb. HemanoBaxxHbIM hakToM siBisieTcst To, uto Wazuh areHr,
coOmpast TaHHBIe OT BCEX MPHIOKEHHH, mepenaet ux Ha Wazuh Server myrem 3amm@ppoBaHHOTO ¥ ayTCHTHU-
(bUIIMPOBAHHOTO KaHAJIA.

OdunuanbHbIi CalT MPEAOCTABISIET TAKYIO aPXUTEKTYPy CaMOT0 areHTa (PHUCyHOK 1):

Kak MmoxxHO BUIeTh Ha pUCYHKe 1, B apxuTekTypy Wazuh areHra 3aoxeHo JAeBaTh Moayiei: log collector,
command execution, file integrity monitoring, security configuration assessment, malware detection, active
response, cloud security monitoring, system inventory, containers security monitoring Ka>kaplii U3 KOTOPBIX
OTBEYAECT 32 CBOW MHIMBHIYAIHBIH MTpOIIecC.

Log collector — 3To oinH U3 MHOKECTBa KOMITOHEHTOB, KOTOPBI YMTACT JIOTH U COOBITHS, COOMpaeT Bax-
HBIC BHYTPEHHHE COOOIICHUS ONEPAIIMOHHON CUCTEMBI U PHIIOKEHUH. [IIs1 Hero mpUCyTCTBYET IMOIACPKKa
Xpath coosrTit B Windows cuctemax, Takxke Log collector pacmoznaet multi-lines ¢popmar mis Linux. K To-
My xe [10 moanep:kuBaet nporecc odorameHuss HHGOPMAUH, UCTIOIB3YS MPOIECC IPEIOCTABICHHS OO~
HUTENbHOW WHpOpMaluu B Buje metadata, B popmare json.

Command execution — 3TOT KOMIIOHCHT TTO3BOJIIET IIEPHOIMYCCKU HUCIIONB30BaTh AaBTOPU30BAHHEIC KO-
MaHJIBl Ha XOCTE B IENAX cOOpa CTATHCTUKH O COCTOSHUHU padoueil ctaHuuu. OCyIIECTBISATh MOHUTOPUHT
AKTHBHOCTH ITOJIb30BaTEIICH.

File integrity monitoring — JaHHBIA MOJYJb IMO3BOJISET OCYINECTBISATh MOHUTOPUHT Beel (haidioBoii cu-
CTEMBI, 1aBaTh OOPATHYIO CBsI3b 00 yNAJICHUH, M3MEHCHHUU M CO3JaHus 00BeKkToB. Korma B cucTeMe YTo-TO
MIPOMCXOANT, MBI MO’KEM YBHJCTH BCIO KapTHHY: KTO CO3JaJ WM y#aiuia (aiis, Koraa MIMEHHO 3TO MPOU30-
W10, 9TO 32 (haiin moaBeprest MOTU(PUKALIUNH U T. 1.

Security configurations assessments — 3TOT KOMIIOHEHT MO3BOJISICT IPOBEPUTH CUCTEMY Ha HaIW4HE He-
MPaBIIIbHON KOH(HUTYpalud YCTAHOBICHHBIX IPHIOKEHHUHA C UCIOJNB30BAHUEM TOTOBBIX PEKOMEHIAIMN OT
Central of Internet Security Control (CIS). JIoBonbHO THOKMI MOIYJb, TaK KaK MO3BOJISET MUCATh COOCTBEH-
Hble poBepkr SCA B EJISTX MOHUTOPUHTA U COONIOACHHS TOUTHKH 0€30I1aCHOCTH.

System inventory — JaHHBII MOIYJb 3aTparMBaeT MHBEHTAPU3AIIMIO BCETO, YTO €CTh HA paboueit craH-
[UH, HAYMHAS OT BEPCHU OIICPAIIMOHHON CUCTEMBI, CKAHHPOBAHHS OTKPBITHIX TOPTOB, HATMYHUS YCTaHOBIICH-
HBIX IIPUIOKCHUH, U 3aKaHYMBAs 3aITyIICHHBIMH IIPOIIECCaMH.

Malware detection — mo3BosieT 0OHAPYKUBATH IPUCYTCTBHE AHOMAIHN M PYTKUTOB, HE HCIONB3Ys CHUT-
HaTypHBIi aHanu3. [IpoBo/s MOCTOSHHBII MOHUTOPHHT C TISITBIO TIOMCKA CKPBITBHIX MPOIECCOB, (PaiiIoB U Mop-
TOB.

Active response — MO3BOJISICT aBTOMATHUYCCKH PEarupoBaTh Ha CACTCKTUPOBAHHYIO YIpo3y: OIOKHpPYs
CETEBBIC MOJKITIOUCHIS, OCTAHABINBASI 3JI0BPEAHBIC MMPOIECCHI M yIAICHHE BPEIOHOCHBIX (haitnos. [Ipucyr-
CTBYET BO3MO)KHOCTH KaCTOMHU3AIMH aBTOMaTHUECKUX ACHCTBUH 1OJ] KOHKPETHBIC HYK/IBI.

Systom inventory Cantainers security monitoring

Agplcations rstalied Docknr Engine APy

Command exacution Funning processss Conuines rurtime monitonng
Prvsrar St

Crinical fles Mcdudos. maragerend Datn ecryption

Fila intogrity monitoring Agent daemon

[FEmp—p— Pisemorts cantguration

WA sevar conrechion,

A can Scuure e sustharncaed

Harddaning checks
Bloch natwans conmection Amarcn AWS services

Security configuration asassament
G bamatines
St nring process

s saracs
Ancemalies Getection
Malwars detaction Active response Cloud security monitoring
Roothite detecton

Pucynok 1 — Apxurekrypa Wazuh arenra
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Containers security monitoring — TaHHBIH MOy Ib MeeT uHTerpanuo ¢ Docker Engine API, uto mo3Bo-
JSIET OCYIIECTBIITH MOHUTOPUHT U YBEIOMIIATH O U3MCHEHHSX B JIOKCPKOHTEHHEPAX: CETEBBIX KOHPHUTypa-
IUSIX, (palIOBBIX XPAaHWIIHIIAX, 3aITyIICHHBIX B IPUBHJICTUPOBAHHOM PEKUME KOHTEHHEpaX ¢ BHITOIHICMBI-
MU KOMaHIaMH.

Cloud security monitoring — 37ecb B CUCTeMe MIPOBEIEHA WHTETPALMs C BEAYIIMMH BEHIOpaMH o0Jau-
HBIX TexHonormii: Google, Amazon, Microsoft u T. 1. DTo MO3BOJIsIET COOMPATH TAHHBIE O BCEX COOBITHIIX,
MIPOUCXOMAIINX B 00NIaKaxX CETEH.

Wazuh Agent — oTmpaBiseT BCro HHPOPMAIHIO 0 pabovel CTaHIMHU, TaKkKe COOOIIas CBOE COCTOSHUE
0 KoH(pHryparmu u craryce padotsl Ha Wazuh Server. [locne noakimroueHns BO3MOXKHA yiajieHHas KOH(pU-
rypamus, oOHOBJICHHE U NaipHelee ynpasieHue. CBsi3b areHTa ¢ CEPBEPOM MPOXOAUT IO 3alIUIICHHOMY
KaHaJTy, KOTOPBIH TONACPKUBACT MH(POBAHUE, U K TOMY K€ MOXKET CKMMATh JaHHBIC B PEAEHOM BPEMCHHU.
Kpome toro, obiamaeT MEXaHU3MOM YIPABICHHS [TOTOKOM COOBITHH Ha cepBep, Ha0Obl M30ekKaTh Iepero-
HEeHHS M30BITOYHON MH(OPMAIMK U 3aIIUTHI MPOIYCKHOM CIIOCOOHOCTH KaHana cBsa3u. Ho amst Bcero atoro
HEOOX0MMa PETHCTPALUS areHTa J0 IEPBOT0 MOTKIIOYCHUS K cepBepy. [ 3Toro uenonb3yercs reHepupye-
MBI KJTI04, KOTOPBIA HYKCH JJIS ayTeHTH(UKAIINN Y>Ke HAa CTOPOHE XOCTa, TAKXKE ITOT KITI0Y OyIET UCTIOIB30-
BaThCS LIS IU(PPOBAHUS [IEPEIaBACMBIX TAHHBIX.

HeoOxoaumMo Takxke 3aTpOHYTh CTOpPOHY cepBepa Wazuh. OH npuHUMAaeT BCKO WHPOPMAIIUIO, TPUXOJIS-
IIyI0 OT BHYTPEHHUX areHTOB, IUIS TOTO YTOOBI MPOAHATU3UPOBATh U HENPEMEHHO YBEJIOMUTH O JCTCKTH-
pyembIx yrposax nocpenctBom uaTerpamun WebHooks ¢ Gmail, Slack, Telegram. OmHuM U3 JOCTOWHCTB
SIBJSIETCSI TO, YTO B HEM MPUCYTCTBYET Ucmonb3oBanue Threat Intelligence MCTOYHUKOB JUIsl YAyUIICHUS Je-
TEKTHPOBaHMSA yrpo3. HemanoBaXxHBIM (haKTOM SIBISIETCSI COOTBETCTBHE TPEOOBAHMSAM, OIPE/ICIICHHBIM CTaH-
nmapram: PCI DSS, HIPAA, NIST u oborarieHue JOMOTHUTEIbHON HHpOpMaluei 00 arakax ¢ UCIOIb30Ba-
HueM MITRE ATT&CK. TlpoBoauTcst MHTETpanus ¢ APYrUMH TPOIYKTaMH, Hanpumep, co3nanue Ticketing
System c Jira [1].

Ha odwurnmansnom caiite pazpadorumka [1O mpencraBieHa cienyromas apxutektypa Wazuh cepsepa
(pucyHok 2):

Wazuh cepBep paboraet B Stand-alone pexxume, U MOXKeT OBITh Pa3BepHYT Ha BUPTYAIBbHON MaIlMHE,
JIOKep KOHTEHHepe WK rae-HuOyab B oOmake. Ho camoe TiiaBHOE, UTO TaM TOJDKHA MIPUCYTCTBOBATH OIIEpPAITH-
onHas cucrema Linux. Ha cxeme MOXKHO BBIICTIHTD IIECTh BAKHBIX KOMIIOHEHTOB: Agents registration service,
Agents connection service, Analysis engine, Wazuh RESTful API, Wazuh cluster daemon u Filebeat [1].
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Agents registration service — TaHHBIH KOMIIOHEHT OTBEYAET 32 PETUCTPAIIMIO HOBBIX areHTOB MyTEM IO/~
TOTOBKH H PACIPOCTPAHEHUS] CTCHEPUPOBAHHBIX YHHUKAJIBHBIX JJIS KOKIOTO areHTa KIIoueH ayTeHTU(HKA-
IIUH. DTOT MPOIECC BHIMOIHICTCS KaK CeTeBast CIyk0a U MOAACPKUBACT ayTeHTH()HUKAIMIO ¢ TOMOIIIBIO Cep-
tuduraroB TLS/SSL mim mytem npegocraBieHus GUKCHPOBAHHOTO mapois [2, 3].

Agents connection service — 3TOT MOIYJb MPUHUMACT JAHHBIC OT arcHTOB. VCIonb3yst K09 IS Tpo-
BEPKH MOJIMHHOCTH Ka)KIOTO areHTa U mudpoBaHus COOOMICHIH MEKIY areHTOM H cepBepoM. Kpome Toro,
9Ta CIyX0a NCTIONB3YeTCs IS YIPaBICHUS KOH(PUTYpaIiei, TT03BOIISISI YAAJICHHO NepeaaBaTh HEOOXOAUMBIC
HACTPOMKH areHTa.

Analysis engine — mporiecc, KOTOpbIM HampaBlieH Ha aHAJIW3 TIocTynaeMol nHpopmarmu. B 3Toi yactu
HCTIONB3YIOTCS IEKOIEPhI, KOTOPBIE MOTYT pa3nnudarh TUNBI coObiTuit: Windows events, SSH, Web Server
Logs u 1. 1. 310 nenmaercs Al TOTo, YTOOBI BRITAIUTE PEIeBaHTHYIO HH(opMaruio. CIeayIOMNM [IIaroM sB-
JSIETCsl IPOBEPKA TOCTYIIHBIINX COOBITHH MO MATTEPHAM, €CIIU CPadOTajI0 ONPEICIICHHOE YCIOBHE, KOTOPOE
OBUTO 3aJIOKCHO B MPaBHJIAX PEardpoBaHUs, TO cpasy ke OyJeT CreHepHpOBAaHO YBEIOMIICHHE W NPUHSATHE
KOHTpPMEp Ha OCHOBAHHH 3AJI0KCHHBIX aBTOMAaTU3UPOBAHHBIX ACHCTBHI [3, 4].

Wazuh RESTful API — sto untepdeiic, KOTOpHIi IPe1OCTABISIET BO3MOKHOCTh YIPABIATh PA3THIHBIMH
MexannMamu Wazuh uHQpacTpyKTypbl. B 0OCHOBHOM 3TO yImpaBieHHE areHTaMHU U CEpPBEPHOI KOH(HUTYpa-
[[eH, MOHUTOPHHT U IPOBEpKA CTaTyca Ha HAJMUUE KaKUX-THOO0 OMMNOO0K, a TaKKe YIPaBICHHE ICKOACPAMHU
u npaBmwiaMu. Bee 3o peanmsyercs myteMm B3aumoneiictBus ¢ Kibana, rome MmoxxHO mocTpouts cBoit Wazuh
dashboard.

Wazuh cluster daemon — qaHHBIH CEPBUC UCIIONB3YETCS IS MaciTabupoBaHus cepsepoB Wazuh, pas-
BEPTHIBas UX B BUJC KiacTepa. Takas KOH(PUTYpalys, B COUCTAHUH ¢ OAJTAaHCHPOBKOM CETEBOM HArpy3KH, I0-
3BOJISICT JOCTHYh MAKCUMAIBHON TOCTYITHOCTH U COATAHCUPOBAHHON HATPY3KH.

Filebeat — mo3BomnsieT MOCTABIAThH JIaHHBIE M yBeIoMJIeHHs 00 yrpo3ax B Elasticsearch, kotopsie Obun
obpabotansl Ha cragun Analysis engine. Tem He MeHee, TOCTaBKa TAaHHBIX MPOXOJHT B PEalbHOM BPEMCHH,
oOecrnieunBasi OaTaHCUPOBKY ITPH MOJKITFOYCHNUH K Kiactepam Elasticsearch.

Network Intrusion Detection System — pa36upas 6oee monpoOHO, MOKHO CKa3aTh, YTO CITyXKAT OHH IS
00HAPY’>KCHHS BTOPKEHHS [I0 CETEBOMY KaHAITy, OTCIICKUBASI BCE MIPOXOIAIINE CETEBBIC MTAKETHL. TeM caMbIM,
aHAJM3HUPYsI CETEBOH TpaduK HA IPEIMET U3BECTHBIX BHIIOB CETEBBIX aTak, 10 JaHHBIM OT CEHCOPOB, PAcCIo-
JIOKEHHBIX B OTIPEICICHHBIX y3nax. [TmaBHoe oTnmmune ot Host-based IDS B ToM, uTO 3T0 GOJIBIIEC HAIIPABIECHO
Ha 00JIACTH B3aMMOJICHCTBYSI C CETEBBIMH TEXHOIOTHAMH. CaMBIMH TTONYJISIPHBIME MIPEACTABUTEISIMU U3 3TOU
TPy SBISTFOTCS: Snort, Suricata n Zeek. Cienyer 3aMeTUTh, YTO MHOTHE TPUOETAIOT K BApUaHTy MHTErpa-
mun Wazuh ¢ Suricata/Snort 11t TOro 9T00BI MOKHO OBLTO BHEIPUTH JOMOIHUTEIBHBIA Y4aCTOK OTOKA JaH-
HBIX JUIsI BU3yanu3aiuu B ToToBblid dashboard or Wazuh, B Kibana. Ilo apxurektype pa3mMenieHus ASTUTCS
Ha: 10 (aepBoIa, 3a (hacpBOIOM, Ha (haepBoIIC U Ha KAKIOM KPUTHICCKH BaKHOM cepBepe [4].

Bce 3aBHCHT OT KOHKPETHBIX I[eJIei MOHUTOPUHTA: XOTHUM JI MBI BUAETh BCE aTaKU; TOJIBKO T€, KOTOPHIC
MIPOXOIAIT Yepe3 OTACIBHBIN (hacpBOI MM Ja)ke 3aIlyIlCHHbIC aTaky IPOTHB OTICIBHBIX cepBepoB. K mpu-
Mepy, pa3mermnast Network IDS/IPS pemmenue 1o ¢aepBona, OTKpPOETCS BO3SMOKHOCTD BHJICTh, KaKOH e Tpa-
¢bux nporyckaeT yepes ceds pacpBoil, a Kakoi HeT. TeM caMbIM IIOHHMAsl, YTO HMEHHO OH OJIOKHPYET, a 9TO
nporyckaeT. KOHTpoIb ceTn MpOMCXOANUT ¢ TOJHBIM HAOOpOM MPaBUII JJISI TOTO YTOOBI MIPEAOTBpAIaTh BCE
araky, MPOM3BOAUMBIE IPOTUB 3aInuInaeMoii cetr (pucyHok 3. IDS/IPS mo ¢daeprona) [5].
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Cremyroree penieHne — HOCTaBUTh MPOrpaMMHOE PEeIICHHE 3a (haepBOIOM, 3TO IMO3BOJIUT YBHCTH TOIb-
KO TOT TpapuK, KOTOPBI MPOXOAUT depe3 (aeppoi. [1osBiseTcss BOSMOKHOCTH CBEPSITH JIOTH 3TOTO CEHCOopa
Y BHEITHETO B IEJISIX MPOBEPKU pabOTOCIIOCOOHOCTH MpaBmil Ha ¢aepsoie (pucynok 4 IDS/IPS 3a daepso-
JIOM).

JlaHHBIN BUJ UCTIONB3YyEeTCS TOT/A, KOTAA PECypChl OPTaHU3alUH OIPAHNYEHBI, HO TOHIMAaHKE TOTO, YTO
JKe MIPOXOIUT depe3 (paepBoll BO BHYTPEHHIOIO ceTh HeoOXonuMo. Takke Kak U B APYTHX MPUMEpPax, IPUCYT-
CTBYET BO3MOKHOCTb 3aITyCKa MPOrPaAMMHOTO PEIICHHS C IOJHBIM HA0OPOM TPaBHi, HO C OAHUM HIOAHCOM:
HYKHO HaIllpaBUTh CEHCOP Ha MPOCIIyIIMBaHIE BHYTPEHHETO HHTepderica. DTo Mo3BOJIsAET BUAETh, KAaKOW Tpa-
UK yxe ycren npoiT yepe3 6a3y mpaBuil aepBoiia BO BHYTPEHHIOIO CETh WIIM TOT TPa(uK, KOTOPHII I'eHe-
pupyeTcs BHyTpU HH(OPMAIMOHHOM ceTr opranm3anun (pucynok 5 IDS/IPS na daepsone) [4, 5].

Eme oqHrM BapraHTOM SIBIISICTCS pa3MEIIeHHE Ha KaKIOM OJHOM KOHKPETHO BaKHOM CEpBEpe, KOTOPHIH
TpeOyeT MPUCTATEHOTO MOHUTOPHHTA. 3a9acTyo B mporpammax IDS/IPS peanm3anusix mpucyTCTByeT THOKast
CHCTEMa KaCTOMM3ALIMH TPaBUI MOHHTOPHHIA, KOTOPHIC BAYKHBI JJISI KQKIOTO OTJACIBHO B3STOIO CepBepa.
K npumepy, HeT HUKaKo HEOOXOIUMOCTH BKIFOYATh MPaBHIIa, KOTOPBIC HAaMcaHb! st Mail cepBepa Ha Web
cepsepe U T. 1. (pucyHok 6 IDS/IPS Ha kax10M KpUTHYECKH BaXKHOM cepsepe) [4, 5].

Pano unu mo3HO MPpUXOAUT pelieHre o BHeapeHuu IDS pelienuil, 1 Ha TOM IIyTH BO3HUKAIOT MHOXeE-
CTBO npobieM. HadunHas oT mpoCTHIX JTOKHBIX cpadaThIBaHUN, OOHOBICHHUS CUTHATYP, B OTKA30yCTOHYNBOCTH
MPOTPaMMHOTO PELICHUs, CICIOBAHUS (PHKCUPOBAHHOMY OFOIKETY, HHTETPALIUK C JPYTHMHU ITPOU3BOIUTEIIS-
MH JaHHBIX CHCTEM JI0 MPEBBIIICHHUS MPOITyCKHOM CIIOCOOHOCTH KaHalla CBS3U. YUHUTHIBAas BCE 3TH MpooIe-
MBI, HEOOXOIUMO MOAXOIUTE K HX PEIICHHIO MTPAaBUIIbHO. B mepByIo odepens HeoOXOMUMO UCXOMUTh U3 TIpe-
JIOCTABIISIEMBIX PECYPCOB M OT IIeliei, KOTOpbIe HEOOXOMMO peann3oBarbk. [ cpenHeil nHbopMamoHHON
CeTH OpraHM3alliy BIOJHE Oy/leT 10CTaToyHO ofHoro Wazuh, BeZib OH OJJUH ITOKPHIBAET CETEBBIE YIPO3bl, TAK
U ICTEKTHPYET YIPo3bl Ha caMHX XocTaX. Eciu e nHpopMalinoHHas ceTh OpraHu3amnus KpymHasi, TO CIIeIyeT
BHENPATH yxke otnenbHo Network ot Host-based IDS, u cTaBuTh ero B mpoMmexyTke ceTd. JKemareinpHO Hc-
MOJIb30BATh MPOAYKTHI, KOTOphIe ObUTH BhIACNeHb B Magic Quadrant Gartner: Palo Alto, Pfsense, FortiGate
U T. 1. A ycranasnuBas 18e IDS Ha 0qHOM XOCTy, Mbl Harpy»aem Becb KaHaj NepeJayy JaHHbIX, YTO B CBOIO
odepeasb MPUBOINUT K OTPUIATESIILHBIM MOCTIEICTBUSIM.

Taxkum 00pa3oM, UCXOI U3 aHAJIM3a CYILECTBYIOLINX MMPOrPaMMHBIX PELIeHUH, HAalpaBJIEHHBIX Ha 00e-
criedeHue 0E30MacHOCTH aBTOMATH3MPOBAHHBIX CHCTEM, MOXKHO TOBOPHUTH O TOM, YTO mporpaMMusie IDS —
9TO HE PelLIeHHe Bcex MpodiieM 0e30IacHOCTH, 3TO BCETO JIMIIb MaJlasi 4acTh TOTO, YTO MOXKET MOBBICUTH YPO-
BCHb 3AINIICHHOCTH B OpraHM3aIiH. [ TOro 4To0B 00ECHEYNTh 3aNUTy OT IOJHOTO MepeyHs mpobiem
0e301acHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM, HEOOXOIMMO CO3/IaTh CUCTEMY, B KOTOPOHl OyayT 0ObeqMHEHBI
BCE TEPEUNCIICHHBIC BBINIC MPOrPaAMMHBIC PEIICHHS, 00ECIICUNBAIONINE OE30ITaCHOCTh ABTOMATH3HPOBAHHBIX
CUCTEM I10]] yIpaBlieHUeM HEHPOHHON CETH, TO €CTh CO3/1aTh YHHUBEPCAIbHYIO aBTOMAaTHU3UPOBAHHYIO CHCTE-
MY 3aIIUIIEHHOTO UCTIONHEHUS ¢ IPUMEHCHNEM HEHPOCETEBBIX AITOPUTMOB YIIPABIICHUS CHCTEMOM.

Kpome Toro, BaxHO OTMETUTb, YTO NMPUUUCIICHHBIE BBILIE IPOrPaMMHBIE CPEJCTBA XOPOLIO 3aPEKOMEH-
JoBanu cebs Ha peiHKe. Open source penieHus] CTa0MIBHO PAa3BUBAIOTCS CBOMM KOMBIOHUTH, TC KaXKIbIHA
pa3padoTYMK BHOCUT O0JIbLION BKIAJ B chepy nHpopMaunoHHON 6e3omnacHocTU. ClienyeT OTMETUTD, YTO HET
KaKoro-TO OJTHOTO MpaBUILHOTO penieHus npu Beidope Host-based u Network IDS. Benp xaxxnas cutyanus
1 HH(PPACTPYKTYpa MO-CBOEMY HHAMBHAYalbHA. HO 3a cueT BHEIPEHUS TAaHHBIX CUCTEM, IIPOIICHT 3allHIICH-
HOCTH MH(PACTPYKTYPHI PE3KO MOBHIMIAcTCs. [aBHast 3a/1a4a — He HABPEIUTh OM3HECY, MPABIIIFHO MOJOUTH
K MIPOEKTUPOBAHMIO, 3apaHee BBISABIATH BOSMOXKHBIE IIPOOJIEMBI, MIBITAThCS HE MPEphIBaTh JAHHBIA MPOLECC
pas3BUTHS 0E30IACHOCTH, ONTHUMHU3HPOBATH PACXO/BI B 3aJI0KEHHBIN OIOMKET U € KOKIBIM Pa30M COBEPILICH-
CTBOBAaTh CBOH 3alllMIIIaEMBbIi IEPUMETP.

Taxxe O4eHb Ba)KHO OTMETHTh, YTO «B HACTOSAIIECE BPEMS HCCICAOBATEIBCKUE IPYIIIBI BO BCEM MHpE
HaYaJM MCIIOIb30BaTh aJITOPUTMBI MAITMHHOTO OOYYEHHS M TIIyOOKOTO OOyUYeHHs ISl IPUMEHEHUS B CUCTE-
Mmax IDS s moBsieHUs 3(PEKTUBHOCTH U TOYHOCTH OOHApYEHUSI CUTHAJIOB aTakd B ceTH. [ mpose-
JICHUST UCCIICIOBAHII M MAIIMHHOTO OOYYCHUS UCIIONB3YIOTCS TaKue HaOophl NaHHEIX, kKak KDD Cup 1999,
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NSK KDD, CIDDS-001 [5-7]. CooTBeTCTBEHHO, CBOWCTBA MAKETOB OyIyT MPOaHAIU3UPOBAaHBI Ha OCHOBE
crenuguKanuii HAOOPOB JAHHBIX, a 3aTeM IepelaHbl B (PyHKIUIO 00pabOTKHU IS OLIEHKH OS30MaCHOCTH W
OIIACHOCTH TaKeToBY [7].

«pyrumu ciioBamu, cucteMa MOHUTOPHUHTA U 0€30M1aCHOCTH J0JDKHA U3y4aTh U KOHTPOJIUPOBAThH pado-
Ty HH(OPMAITMOHHOM CHCTEMBbI B HOPMAJIBHBIX YCIOBUSX JUIS 3aIIMCH AKCIUTYaTallMOHHBIX IapaMeTpoB, UTO
SIBJSIETCST OCHOBOH 1151 0OHApY KEHHsI OTKIIOHEHUH B OynyieM. KpoMe Toro, B HacTosiiiee BpeMsi, HaOIIoIaeT-
cs1 OpicTpoe pa3ButHe ViHTEepHETA Belmel, KOTOPLIH 00JeT9aeT KHU3Hb, IIPH 9TOM YITydIIaeTcs HHPOpMaInoH-
Has B3aUMOCBA3b Jrofeil. Tem He MeHee, 3To pa3BUTHE TaKKe MPUBOJUT K YBEJIMUEHUIO YIpo3 kubepOe3omnac-
HocTH. Kak ToIpKO KHOEPIPOCTPAaHCTBO JOCTHTAET CBOETO TTOJTHOTO COCTOSTHHSI, OHO CTAHOBUTCSI IIEIIBIO aTaK
XaKepoB B pa3inuHbIX (popmax. Takum oOpasom, BctpoeHHas cucteMa IDS/IPS craneT qOBOIBHO MACCHBHOU
C HOBBIMHM THIIaMH aTtak. HoBble peneHus: HeoOXOMMBI JIJIsl peIIeH s 3TOH TpoOieMbn» [7].

B xauecTBe mpuMepa MOXXHO HpHUBECTH MojeNb MHTemnekTyanbHoi cuctembl DS, mpemiokeHHyIo
TPYIIOi uccaenoBareneii Ha KOH(GEPEHINH, TPOBOIMMON ATCHTCTBOM IEPCIICKTUBHBIX HAYYHBIX HCCIICI0BA-
auii (AITHU) B 2020 r. O60011eHHast MOZIENb JaHHOH CHCTEMBI IIPECTaBIeHA Ha PUCYHKE 7.

OueHb BaXXHO OTMETHTH, YTO AJTOPUTMBI MAIIMHHOTO oOyweHus mis cozmanus IDS/IPS cucrem B Ha-
CTOsIIIee BpeMs OYEHb MEPCIEKTUBHBI U LIUPOKO HUCHOIB3YIOTCS, TaK KaK MPHU MOMOIIM CUCTEM, UMEIOIUX
B CBOEM COCTaBE MOJIYJIH MAIllIMHHOTO 00y4eHus1, oOnasatoniue GyHKIMIMHA caMOOOyUEHHS U BRICOKO WHTEI-
JIEKTYaIbHOTO PACCYKACHUSI, MOYKHO ITOJYYaTh U IPOBEPSITH IO CIIEIUATBHBIM alrOpUTMaM HaOOPHI TaHHBIX
B CITy4asix, KOT1a HOBBIC aTaK{ OCHOBAHBI HA COOPAaHHBIX HA0OpaX JAHHBIX O CHCTEMaX 3aIUTHI.

Taxkum 06pa3oM, C y4eTOM CKa3aHHOTO BbIIIE, aBTOPAMH CTaThbH Ha OCHOBE YHHMBEPCAJIBHOM Cpelibl Mpo-
extupoBannsg AC3U (pucyHok 8) [8] mpenaraetcst BapuaHT paciupsieMoid MoayabHOH mardopmsr st SOC
(PMII SOC), mpoTOTHIIOM KOTOPOH SIBIIIETCS U3BECTHAs Mojesb VHTemekryanbHol cuctemsl IDS. Jlannblii
BapuaHT pacuupsieMoi MoxynsHoH mwardopmMsl 11t SOC (PMII SOC) crocoben obecrieunTs 6€30MacHOCTh
ABTOMATU3UPOBAHHBIX CHCTEM I0]] YIPABICHUEM aJrOPUTMOB MAIIMHHOTO 00y4eHUs! HEHPOHHOH ceTH, T. €.
(axTrdecku sBiseTCA yHUBepcanbHOH AC3U, ynpaBisieMoil COOTBETCTBYIOIIMMHU HEHPOCETEBBIMH aJITOPUT-
MaMH.

OCOOCHHOCTBIO TaKMX HEHPOCETEBBIX ANTOPUTMOB SBISIETCS WX (DYHKIIMOHAJIbHAS HAMPABICHHOCTD
Ha (opMupoBaHHE 0a3 JaHHBIX, aHAIHU3 MIPOIlecca MOCTPOCHHS APXUTEKTYPHI 0a3 JaHHBIX Ha BCEX YPOBHSIX
(HrXHNH, cpeqHUH, BepXHHH), (opMHpoBaHHE OOJAYHBIX MPOTPAMMHO-ANIMAPATHBIX CHCTEM, CIIOCOOHBIX
B PSIKUME PEaTbHOTO BPEMEHH aHAIN3UPOBAThH CUTYAIHIO, H Ha OCHOBE ITPOBECHHOTO aHamu3a (hopMUPOBATH
CUTHATYPHI [UIsl YCTPAaHESHUS HHIIMJCHTOB MH()OPMAIIHOHHOM 0€30MacHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

Taxum 00pa3om, JUis BBITOTHEHHSI IEPBOTO MOIX0Aa K MPOrpaMMHO-alapaTHO peajinzalnuu odecrieye-
HUSI KHOepOe30MMacHOCTH aBTOMAaTH3MPOBaHHBIX cucTeM — «lcnons3oBanue Host-based 1 Network IDS pe-
meHuit, B Tom yucie SIEM u DLP cucrem», Heo6xonumo pa3zpadoraTh KOHLENTYanbHyto Moaens PMIT SOC
KOTOpasi TI0 CBOEH CyTH OyJeT COOTBETCTBOBAThH aBTOMATH3UPOBAHHOI CHCTEME 3aINUIIEHHOTO MCTIOTHEHUS
(ANC3N).

Paccmotpum koHnentyansHyto Moaens PMIT SOC na npumepe Use case nuarpaMmsl (pUCYHOK 9), B KO-
TOPOW B POJIM aKTE€POB, B3aUMOJCHCTBYIOIUX C CUCTEMOI C MOMOIIBIO TaK Ha3bIBAEMBIX BAPUAHTOB HCIIOJb-
30BaHUS, BEICTYIAIOT TP YYaCTHHUKA: IEPCOHAN, aAMUHICTPATOP ¥ CKPHIIT.

[Ipu 5ToM Ka)/blil BapuaHT MCIIOIL30BAHUS ONpeEAessieT HEKOTOPBId Habop JeiCcTBUM, coBeplIaeMbli
CHUCTEMOH TIpH JHajiore ¢ akTepoM. B mpoliecce mpoeKTHPOBAHUS CUCTEMBI OBUIO OTNIPEENICHO, YTO A IMHHH-
cTpatop OyAeT BBHIIOIHATH KaK pearupoBaHUe HAa MHIUACHT, TaK U ycTpaHeHue ysi3BuMocTeid. CKpHUIIT, B CBOIO
odepeas OyAeT BBIIONHATH 3aIlyCK CKaHepa YsI3BUMOCTEH B OTpeIeICHHOE BpeMs. [1e BIOCIEACTBIM BBIIACT
OTYeT aMHHUCTPATOPY IO MPOBEICHHON padoTe. 3aaya mepcoHaia B JaHHOM IPOLIECCe MPOCTa: HeOOX0au-
MO BBITIOJHATEH CBOM IPSIMBIC 00S3aHHOCTH, TIPH ATOM 32 JICHCTBUSMHU IIEpCOHAa OyAeT OCYIIECTBIATHCS MO-
HUTOPUHT C LIEJIBIO BBIABICHUS aHOMAJIUIl M HApyIIEHUH yCTaHOBJIEHHBIX MOJUTHK 0€30M1aCHOCTH CUCTEMBI.
Ha pucynke 9 npencraieHa KoHIEITyalbHast Moaeib B popmare Use case.
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Packets Packet is Dropped

Packet is Dropped

Legfiles
Datahage

Pucynok 7 — Ilpennaraemast moaens cucremsl IDS/IPS ATTHU
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Pucynox 8 — @yHKUHOHAIbHAS CTPYKTYPa MOJEIHN YHUBEPCANbHOH cpenbl npoexTupoBanus AC3U :
B3PIIII — brok 3aganns pesxnuMoB mporieccoB poektupoBanus; BY Il — brok ynpasnenust mpoexTiupoBaHmeM:;
BACTIII — biok aHanu3a COCTOSHUM Ipolecca NPOeKTUPOBAHUS
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CucremMa MOHUTOPWHIA U pearMpoBaHuA Ha MHUMAEHTL B

CkaHupoBaHue
YCTPOIACTE Ha
YAZBMMOCTH

Hanuuwe
YASBUMOCTI

Pabora c
KOMMNBOTEPOM

Ycrpanenve
YA3BMMOCTH

MOHWUTOPUWUHI
aHOManwii Ha
KOMNbBHOTEPAaX

PearmpoBaHue

Ha MHLWAIEHT /\

OnoeelweHne
08 MHUMARHTE

Pucynox 9 — Konuenryansnas mozeins (Use case)

CremyromumM 3TaroM ISl Hallel CHCTEMbI OMHUIIEM MPOIecC pearnpoBaHus Ha HHIHUACHT HH(OpMaIu-
OHHOU Oe3omacHocTH Ha puMepe auarpammbl IDEFO.

Jns mameit PMII SOC B3aumoneiicteue Mexnay ¢ynkmusimu B IDEFO mpencrasnsiercst B Buzie ayru,
KOTOpasi 0TOOpaXkaeT MOTOK JAHHBIX MJIM MaTepHajoB, MOCTYIAIOMNX C BBIXOJA OXHOHM (QyHKIMM Ha BXOX
Japyroil. B 3aBucuMocTH OT TOTO, ¢ KaKOM CTOPOHOM OJI0Ka CBA3aH MOTOK, €r0 HA3bIBAIOT COOTBETCTBEHHO:
BXOJIHBIM, BBIXOZHBIM, YIPABIISIOIIUM U MEXaHU3MOM.

B koHTekcTe mponecca pearnpoBaHus Ha HHIMACHT HH(POPMAIIMOHHONM 0€30IIaCHOCTH MO BXOAHBIM MO-
TOKOM ITOHMMAEeTCsI CIeayIollee: IMocTaBKa JaHHbIX oT Data Shippers, oOHapy)keHHe MHIMACHTA M aHAIH3
nHuuaeHTa Mb. K BeIXogHOMY MOTOKY OTHOCSITCS: pacciieZlOBaHUE MHIIUACHTA, YCTPAHEHNE UHITUIEHTa, BOC-
CTAHOBJICHHE MH(POPMAIMOHHON CHCTEMBI, arperanis HOBBIX 3HAHUH 00 yrpo3e M MoApoOHBIil oT4eT 00 WH-
LUJEHTE U ero ycTpaHeHuu. Ilog MexaHu3MOM k€ IIOHUMAEeTCsl, Kak caM aJMUHUCTPATOP CUCTEMBI, TaK U €T0
IPOrpaMMHBIA HHCTpyMeHTapuil. KOHEUHbIM 3TanoM SBIIsETCs YIPABIAIOMIMI TOTOK: IIaH PearnpoBaHus Ha
MHIUACHT, TOKyMEHTAIUS K MHCTPYMEHTapHIo, monnuTtuka 6ezomacHoct U Marpuna MITRE (pucynok 10).

JIeKOMITO3HITHS TaHHOTO IPOoLecca BKIIIOYAET B ce0s1 HECKOJIBKO BasKHBIX MOAIIPOLIECCOB.

[lepBerii n3 HUX 3T0 (QuibTpanus gaHHBIX B Logstash 1 Wazuh Manager. B Hamem ciyuae BXOIHBIM
MIOTOKOM B CHCTEMY SIBJISIETCSI ITOCTaBKa JaHHbBIX OT Data Shippers. Briocnenctsun nocrynatomast nugopma-
st QUIIBTPYETCs 110 yCTAaHOBIECHHBIM KpuTepusiM. [locie uero, punsrpoBanHas HH(MOPMAIHS IEpeIacTCsl BO
BTOpOI1 nponecc — XxpaHeHne qanHbIx B Elasticsearch. BxogHbIM TOTOKOM B cHCTeMy SBIISICTCS OOHApY)KeHUE
MHINACHTA B HOCTynamomei nadopmanun Ha 6a3e CUTHATYPHBIX JTaHHBIX.

[Ipouece anannTukn U Bu3yanusanuu AaHHEIX B Kibana — ato Tpermii nporecc. Ha atom stane npo-
WCXOIUT aHAIN3 MHIUICHTA HH(POPMAIIMOHHON OE30MaCHOCTH, ¢ MPUMEHEHHEM Pa3INYHBIX HHCTPYMEHTOB:
MaIIHHOTO 00y4eHHs, rpa)oB U N3y4eHHs] TeHEPUPYEMBIX OTUETOB.
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MnaH pearMpoBaHiA Ha WHUWZeHT MO
[oKyYMEHTALMA NO WHCTPYM EHTADWID
Monumuka GezonacHocTn

MaTpuua MITRE

MocTaexa ganHelx ot Data Shippers N PaccnegoeaHdue wHUMaeHTa MB
- YCTpOHeHHe MHUMAEHTa

OBHapy:¥eHue MHUMAEHTA

h 4

Mpouect peardposaxKa Ha Boccradoenenue MC
Aranus nHumgenTa B | MHUMAEHT 1B Arperauma HOBEIX 3HaHWA ob yrpose

h

MogpoBHeIi 0TYET 06 HHLMOSHTE W 8ro YCTPaHeHWA

Y ¥ ¥y

MporpammHeIR MHCTPYM eHTADKHA

ANMUHUCTPATOP CHCTEMBI

Pucynok 10 — IIpouecc pearupoBanusi Ha HHIUACHT HHPopMarroHHoi 6e3onacHocTu (IDEF0)

Cawmblii BaXXHBIHN, YETBEPTHIH MpoOlIeCC — pearnpoBaHue Ha MHIMIEHT. Onupasch Ha UMEIOIUeCs JaHHbIE,
MOJIYY€HHBIE CHCTEMOU TOCIie 3aBEPIICHUS MTpoliecca aHATUTHUKY M BU3yallu3allid, TOJIh30BaTeNId CHCTEMBI
MIPOBOJIAT paccieloBaHUEe MHIUACHTA, UCIONb3Ys MPU 3TOM TEXHUYECKHUE, MPABOBBIE U OpPTraHU3AllMOHHBIC
Mepsl 1 Meponpustus. OJHOBPEMEHHO yCTpaHssl YS3BHUMOCTH, M3-32 KOTOPBHIX OBbLI CIIPOBOIMPOBAH WHIIU-
JICHT, TIPY 3TOM OJTHOBPEMEHHO JIOJPKHA BOCCTAHOBUTHLCS paOOTOCIOCOOHOCTh HH()OPMAIITMOHHON CHCTEMBI.

[TaThIN Mpoliecc OTBEYAET 3a COCTABICHHUE OTUETHOCTH. B OTUeTax OMUCHIBAIOTCS BCE MOAPOOHOCTH 00
WHIUACHTE U MEPONPUATHS, PUHATHIEC JUIsl €ro ycTpaHeHusl. HemaloBa)KHBIM 1IAroM SIBJISIETCSI arperamus
HOBBIX 3HAHHWH, MOJIYUCHHBIX B PE3yJIbTaTe U3yUYCHHs aTaKd Ha WHPPACTPYKTYPy aBTOMATH3MPOBAHHOW CH-
ctembl. [logpoOHee AEKOMITO3UIIMIO MTPOIecca PearupoBaHNs Ha MHIUICHTHI HHPOPMAIMOHHOW 0e30macHo-
CTH MOXXHO PaccMOTpETh Ha pucyHke 11.

CrieyromuM 3TarnoM Ajisl Hallled CUCTEMbI PACCMOTPHUM ONMHCAHUE AJTOPUTMA MOHUTOPHHIA aHOMAaJlb-
HOU aKTHBHOCTH Ha TIpUMEPE JIMarpaMMEbl IocienoBarenbHocTel. /st Hamel cucteMbl uarpaMmma mocieno-
BaTeIbHOCTEH — 9TO rpaduveckas IByXMepHasi MOJEIb B3aUMOJICHCTBUS OOBEKTOB, IOCTPOCHHAS HA OCHOBE
OMpPENIEICHHOTO ClieHapus. [Ipu MPOeKTUPOBAHUH CHCTEMBI OBUT BBIJCJICH MPOILECC MOHUTOPUHTA aHOMAJTh-
HBIX JICHCTBUI Ha paboYMX CTAaHIMAX (MEPCOHAIBHBIX KoMIbIOTepax, IBM). Jluarpamma mocieaoBareibHO-
creit nnst paccmarpuBaemord AVC3U nipencrasiena pucynke 12.

B ponu 00bEKTOB MpEICTABICHHBIX HA AUarpaMMe IOCIeJ0BaTeIbHOCTEH BBICTYIIAET HA0OP MPOrpaMM-
HOro 00ecCIeueHHs], IMEMEHThI KOTOPOTO MPU B3aMMOJCHCTBUU JIEMOHCTPUPYIOT BO3MOXKHOCTH OTCJIC)KHBA-
HUS TIOTOKA COOBITHI C BPEJOHOCHBIMH JAciicTBUsIMU. CTapToM BbIsSBICHUS WHIMAEeHTOB b siBisiercs ne-
SITEJIHOCTh TIEPCOHANA, KOTOPBIM COBEPIACT CBOK PYTHHHYIO PabOTy, TEHEPHUPYs JIOT (haiibl B JKypHAIBI
COOBITUH ONEPAITMOHHON CHCTEMBI.

PaccmoTrpuM B3anMoieiicTBre Habopa MporpaMMHOTo o0ecredeHus OoJiee IeTalbHO:
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[loKYMEHTaLMA no [loKYMEHTaLMA no [lokyMEHTALMA NO
pyMEHTapHi
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8 Logstash u Wazuh
Manager 4
XpaHeH!e AaHHLIXE
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JA—— . MoOPOGHLI 0TUET 06 MHLMIEHTE I ero YCTpaHeHuA
BU3yanuIaunA Arperauua HOBEIX 3HanMiA 00 yrpose
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MHCTRYMEHTapHA Py pHi pUA WHCTPYMEHTApHI
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cHcTeMEl cHcTeMEl cncTemel

MporpaMuHbIi AQMUHHCTPATOP
WHCTDYMEHTAPHA  CACTEMEI

‘ MpoLECE PearMpoBaHUA Ha MHLMAGHT UE ‘

Pucynok 11 — JIekommo3uiius npoiiecca pearupoBaHus Ha HHIKUACHT nHpopmaimonHo# 6e3zonacHoctu (IDEF0)

HOHNIDOM T SHOMARHOR SITHEHOCTH Ha NOCTAX

I Sysmoan I WinLogBeat | I Wazuh Agent I I Wazuh Manager I I SIEM System I

I TarmpEy e AR B

FFAnCARRCTEME C KEMN BHITERCH

Pucynok 12 — Jlnarpamma 1ociieoBaresibHOCTH
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Sysmon — 3T0 cuctemHas cimyx6a Windows, ycTaHOBIIEGHHasI B ONEPAIIMOHHON CHCTEME OTCIICKUBACT
U PETHCTPHPYET aKTHBHOCTH CHUCTEMBI B JKypHalsie cOOBITHH. Takxke mpemocTaBisieT HHGOPMAIHIO O CO3/1a-
HUU MPOIECCOB, CETEBBIX MOIKIIOUYCHUSIX U M3MEHEHHSIX BpEMEeHH co3ianus ¢aitnos. Ha 6a3e coOpaHHBIX co-
ObITHIT Sysmon MOXKEeT aHaJIM3UPOBATh IIOCUTHATYPHO KaXKJJ0€ COOBITHE, COMOCTABIISIA X C OTKPBITOH 0a30i
3HaHui 00 kubeparakax MITRE ATT&CK.

Bce HaliieHHbIe aHOMaJIBHBIE COOBITHS OTIIPABIISAIOTCS HA YaJIeHHbIH cepBep nHCTpyMeHToM Winlogbeat,
rae ycranosineHa SIEM cuctema. 3a mpuem u ¢unsTpanuio qanHelx B SIEM otBewaer Logstash, rae msna-
YaJbHO OBUIN MPOTMCAHBI TPaBHUIIa U CKOYTI (APXUTEKTypa) HyKHBIX JaHHbIX. [locie gero logstash ormpasis-
eT ux B 0a3y maHHBIX elasticsearch. B cBoro ouepens Kibana, myTem 3ampocoB Ha SHATOUHTHI elasticsearch,
aHAIM3UPYeT ¥ BU3YAIH3UPYyET MOIYyUSHHYIO HH(OPMAIIHIO.

PaccmoTpuM onucaHue aaropuTMa yCTpaHEHUs YS3BUMOCTEN Ha IIpUMeEpe JuarpaMMbl COCTOSTHUM.

B narmrem cityqae quarpamMma COCTOSIHUI TIOKa3bIBaeT BCE BOSMOXKHBIE COCTOSIHUSL, B KOTOPBIX MOJKET Ha-
XOOUTHCA 06’LCKT, a TaK¥Ke MpOoucCcC CMCHbBI COCTOSIHUH B PE3YIbTATE BHCUIHECTO BJIMSAHUA. OCHOBHBIMH 3JI€-
MEHTaMH JJaHHOH AMarpaMMbl COCTOSHHH SIBIIOTCS «COCTOSHHE)» U «IIEPEX0y.

B KoHTEKCTe OmHMCcaHUs anropuTMa YCTpaHEHHsI yA3BUMOCTeH MH(OPMAIMOHHO 0e30MacHOCTH CHCTe-
MBI, CTAPTOBOH TOUKOH SIBISIETCS aBTOMATHYECKHUH 3aITyCcK CKaHepa ysa3BUMocTeil. JlaHHBIH ckaHep NpHHUMAa-
€T COCTOSTHME CKaHHPOBAaHHU MH(POPMAIMOHHON CHCTEMBI Ha Hamuuue ys3BuMmocteil. 1o 3aBepmernu mpo-
ecca CKaHMPOBAHMsI, CKAHEPOM BBIJIAIOTCSI BADHAHTHI IPUHATHS PEIICHUS, Hy)KHO JIM YCTPAHAThH HaliIeHHBIE
ySA3BUMOCTH HMJIM HET. B ciy4dae HeHamoOHOCTH, CKaHEp MPOCTO 3aBEPIIACT CBOIO JICSATEILHOCTh. B anpTepHa-
THBHOM CJTy4ae OH MEPEXOANT B COCTOSHHE OTIIPABKH OTOBEIICHUS aIMHHUCTPATOPY.

OTIpaBlieHHOE CKaHEPOM OIOBELICHHE SIBIISICTCS] HAUalIbHOM TOUKOI B IPOIecCe YCTPAHEHUsS YSI3BUMO-
creit uis agvuHEcTparopa AMC3U. BriocineacTBun nporecc MpUHIMAeT COCTOSHHE TIOMCKa PEIIeH s, eCIH
e YSI3BUMOCTh yCTPAHSACTCS HaJln4yueM OOHOBJICHHS IPOIPAMMHOIO O0ECIIEUECHUsI, TO MPOLECC MEePEXOAUT
B COCTOSIHUE TECTHPOBaHMS CHCTEMBI. Ecii ske 0OHOBJIEHHE HEe HApYIINT JpyrHe Mpolecchl nHOpMaIHoH-
HOH CHCTEMBbI, TO OHO YCTaHABJIMBAETCS, U JIAHHOM YSI3BUMOCTU IPUCBAUBAETCS CTaTyc — ycrpaHeHo. [lo-
pobOHee ANTOPUTM yCTpaHEHUs yA3BUMOCTEH (JIarpaMMy COCTOSTHMIT) MOXHO PacCMOTpETh Ha pUCyHKe 13.

Jlanmee paccMoTpuM o0Iee B3aMMOACHCTBHE KOMIIOHEHTOB BHYTPH ILIaT(GOPMBI 0 MOHUTOPUHTY Ha
IpUMepe JuarpaMMbl KimaccoB. [l Hamred cHCTeMbl JuarpaMma KJIacCOB MMEET JBa BHA: CTATHYECKHH
W aHAJTUTHYECKHIL.

Crumpyer HC
Kaxasie N Hegens

Hy®mo yorpamm
VEmoeTI?

CaHep yRIBHMOCTER

Huncr i ipuasencr

Onoeewanne
Ha YCTpaKeHe

AgMnHnCTpaTop

Pucynox 13 — AlNroput™ ycTpaHeHuUs! yI3BUMOCTEH (AnarpaMma cOCTOSHHUS)
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CraTtuuecKuil BUJ ITOKa3bIBACT U PACCMaTPHUBACT JIOTMYECKHE B3aMMOCBSI3H KJIACCOB MEXIy cOoOOH, aHa-
JUTHYECKUH B, B CBOIO OYepeb, PACCMAaTPUBACT OOIINIT BHJ] M B3aHMOCBSI3H KJIACCOB, BXOJIAIINX B CHCTEMY.

B onmcannu kiacca HEOOXOANMO MPUICPKUBATHCS YCTKOW CTPYKTYPHI. BepXHss 4acTh OTBEYaeT 3a Ha-
3BaHHE KJIacca, OHO JJOJDKHO OBITh YHUKaJIbHBIM. CpeiHsst YacTh ONHUCHIBAET aTPHOYTHI HIIH CBOWCTBA, MOXKET
OBITH He 3amonHeHa. HiokHuil c10it oTBeYaeT 3a Ha3BaHWE ONEPAIM WIIN YCIIYT, IPEJOCTaBIsIEMbIMUA 00bEK-
TaMH 3TOTO KJlacca. B JaHHOM citydae ImpenocTaBIIsioTess BOCEMb KIIaCCOB, KOTOPBIE B3aUMOJICHCTBYIOT JIPYT
C JIpyTOM.

Kiacc Wazuh oTBeuaer 3a mpHeMKy JIOTOB OT CBOMX K€ areHTOB, KOTOPbIE HAXOAATCA Ha KIMEHTCKUX
X0CTax, POBO/IsI MOHUTOPHHTI YTPO3 B pealibHOM BpeMeHH. Takke MPOBOJUT ONEPaIHio OTIIPABKHU IPUHAMA-
embIx JioroB B Elasticsearch.

Knacc Elasticsearch mpuHHMaeT Joru OT MOCTaBIIMKOB JaHHBIX: filebeat, nHAEKCHPYsl UX B CBOeH 0a-
3e JaHHbIX. JIaHHBIA Tpolecc MPUBOANUT KO BTOPOH OIepaniy — XpaHEHUIO TIPOMHIEKCHPOBAHHBIX JaHHBIX.
B nensix aHaNUTHKY U TAJIbHEHIIeH (UIBTpalii KMEET OIILUIO OTIPABKH JIAHHBIX Ha JIPyTHe SHANOUHTHI.

Kiacc Logstash mmeer Tpu onepanmu: cO0p TaHHBIX OT CTOPOHHHX IPHIIOKEHNH, KOTOPBIE OTIPABISIOT
JIaHHbBIe Ha ero uHTepdeiic; GuibTpalys NPUHUMAEMbIX JAHHBIX B LIEJIIX OTCEHBAHUS HEHY)KHOI HHpOpMa-
IIMH1; OTIPaBKa JaHHBIX Jajblie 1o nernodke B Kibana g anamuTukm.

Knacc Filebeat umeer aBe omuu — cO0p CUCTEMHBIX JIOTOB M MX OTIIpaBKa Ha sHANOMHTHI Elasticsearch
u Logstash.

Knacc Nessus 3aHuMaeTcs TpeMs ITTABHBIMHU OTICPAIMSIMU: CKAHUPOBAaHWEM CETH Ha HAJMYHC YS3BUMO-
CTH; TeHEepanrel OTYETHOCTH T10 IPE/IBbIAYIIeMY IIary; XpaHeHHEM OTYETOB.

Knacce VulnWhisPerer cobupaeT Bce oT4eTHI OT cKkanepa Nessus U TO3BOJISET UX arperupoBarh U OTIIPaB-
n1h Ha uHTepdeiic Logstash.

Knacc Elastalert meTekTHpyeT yrpo3sl IIyTEeM CUTHATypHOTO aHAJIN3a B arperHpoOBaHHON MH(pOpMannu
B Elasticsearch, 3aTem MoxXeT oroBenaTs Ha CTOPOHHUE PECYPCHI.

Knace Kibana 3anmMaeTcs aHaIUTHKOM U BU3yaIH3alliel BCEX JaHHBIX, KOTOPBIC ITOCTABISIOT BCE Mepe-
YHCJICHHBIE BBIIE HHCTPYMEHTHI. [logpobHee oOmiee B3anMozeiicTBIIE KOMIIOHEHTOB CHCTEMBI ITTOKa3aHO Ha
pucyHke 14.

Kpome Toro, Henmb3s1 3a0bIBaTh 0 TOM, YTO JUIsl JIFOOOH aBTOMAaTH3NPOBAHHON CHCTEMbI HEOOXOANMO OTIpe-
JeNieHne TpeOOBaHMH K alnapaTHO-IIPOrpaMMHOMY 00ECIICUCHHIO.

Wazuh Elastalert

NPUHATE NTOT() DETSKTHPOEATS()
OTNPaBKTE NOTH() OnoEElLaTE()

Q Elasticsearch Kibana

0

A

KnueHTckme cetessie
CeHCOopbl

MHIOEKCAUMS QaHHb()
XPEHEHUE AaHHEL()
OTNPaEKE A8HHEL()

Logstash

cOop AaHHLE()

oTnpaBka AaHHL()

OUNETPEUAA JaHHEL()

AHAMNTHKE DaHHLX()
BU3YANNZALMA DaHHL()

Filebeat

cfop noroe()
OTNPaEKa NOKANsHLIX CODLITHA()

VulnWhisperer

c0op OTUYETOB OT Nessus()
TeHepalns 0TueToE()
OTNpaBKa OTYETOB()

Pucynox 14 — O6uiee B3auMozeiicTBIE KOMIIOHEHTOB MIaT()OPMEI

Nessus

craHwposaxue cetu()
reHepaLMA oT4eToB()
XpaHEHHEe 0T4ETOB()

A

AIMUHHCTDATOD
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Jnst paccMaTpuBaeMoi CUCTEMBI OBLITH OMpesielieHbl MUHIMAaJIbHbIE TPEOOBAHUS K TPOTrpaMMHO-aIa-
parHoMy obecnieuenuro. st pasBepreiBanus AVMC3U HeoOxommmo uMmeTh cepep ¢ Unix momoOHO#H ore-
PaIIOHHON CHUCTEMOM, IUIsl CHCTEMBI HCTONb3yeTcsl Bepcus He Hwke Ubuntu 18.04 LTS. [y Toro 4ToObI
00eCIeunTh MUHUMAJIBHYIO Pa0OTOCIIOCOOHOCTD CHCTEMBI, 00BEM OIIEPATHBHOM ITaMATH HEOOXOIUMO yCTa-
HOBHUTH MUHHMYM OT § ['0. Tak Kak cepBephl pa3BOPaYMBAIOTCS B BUPTYaAIbHOH cpee, TO HEOOXOAUMO UMETh
BUPTYaJIbHBIN TPOLIECCOP, I11€ MUHUMAIBHO JIOJIKHBI IPUCYTCTBOBATD JBa A1pa.

Jliist HopMastbHOHM pabOThI CHCTEMBI B CETH HEOOXOANMO MEPEBECTH B OTKPBITHIA PEXUM PaOOTHI OTKPHI-
THIC CIIEAYIONIUE MpuBeAeHHbIe mopThl: 1514(Wazuh), 5044(Logstash), 5601(Kibana), 9200(Elasticsearch),
8060(Praeco), 8834(Nessus) u 22(SSH).

Jls KIIMEHTCKHUX SHAMOMHTOB HEOOXOAMMO HMETh omepanuoHHyio cucteMy Windows 10 u Ubuntu
18.04 LTS, rne B MUHUMAITbHOW KOMILIEKTAIIMH OTIEPAIIMOHHON CUCTEMBI Y Mpolieccopa IOJHKHO OBITh 2 sijipa
u 4 I'6 oneparuBHO# mamsitH. Taxke He0OX0aMMO OTKPHITH TOpTHl RDP 1 SSH. Bonee moppo6Ho TpeboBanums
K IIPOrpaMMHO-aINIapaTHOMy 00€CIICYCHHIO CUCTEMBI IMOKa3aHbl Ha pUCYHKe 15.

[Mockonpky Hama cuctema BoImonHseT GyHknun Security Operations Center, Ui Hee pa3pabOTaH Mpo-
1ecc B3aumozeicTBus noapasaeicauii Security Operations Center (SOC).

CormnacHo npoueccy B3aumojeiicTBua noapazaenenuid SOC B HeHTpe MOHUTOPUHIA U pearupoBaHUs
Ha WHIMJCHTH HH()OPMAIIMOHHON 0€30MacHOCTH MPUCYTCTBYET Psii MOJApPA3/ICIEHHH, KOTOPbIE BBITOIHSIIOT
orpeeeHHbIC 3a1aun. I mporecca ObUIH ONpeieieHbl OCHOBHBIC KPUTHYECKU Ba)KHBIC ITO3UIINU/HAIPAB-
nenust: Alert Analysts, Incident Responders, Malware Analysts, Forensics, DevSecOps, Threat Intelligence,
Threat Hunting, SOC Manager u CISO.

JlaHHBIC HampaBJICHUS JENATCS Ha YPOBHU WJIM JIMHUU KOHTPOJIHMPYEMBIX TOYEK B HH(pacTpyKType Io-
TpeOuTeNs yciuyr. YpoBHEH BCEro Tpu: MEPBEIA, BTOPOil U Tpetuil. K mepBoMy ypOBHIO OTHOCHTCS HAIIPaB-
nenue Alert Analysts. DTo mojpasjeneHie oTBeyaeT 38 MOHUTOPUHT HHOPACTPYKTYPHI B PEXKUME PEATbHOTO
BpeMeHH. MM mpuxomutcst paboTarh ¢ OONBIIAM ITOTOKOM JIAHHBIX, KOTOPBIH HEOOXOIMMO TIIATEIBHO aHa-
JIM3UPOBaTh, MHUCaTh MpaBuiia Koppessuil s SIEM cuctemsl, 1 3aBOAUTH THKETHI HA aHOMAJIbHYIO aKTHB-
HOCTB, TIPOBEPSIA KAXKI0C COOBITHE Ha (paKT HAIMYMS WHIMICHTA B CETH. BIIOCIIENCTBUM 3aBEeICHHBIC TH-
KEThI TIOBTOPHO aHAIM3HPYIOTCS 0oJiee KOMIETEHTHBIMHU U BBIIIECTOSIIIIUMHE IO YPOBHIO aHAMUTHKaMu. [Ipu
YCHELIHOM MOATBEPIKIECHUH O HAXOXJICHWU WHIMIEHTA, TUKET OTHPABISIETCS B CHCTEMY IOJPA3/EIeHUs
Incident Response.

Azure/Google Clouds Requirements Operating System Open Ports Services
Wazuh => TCP:1514 ELK Stack
2vcpus Logstash => TCP:5044 FileBeat
Kibana => 5601 Nessus
Ubuntu 18.04 LTS | Elasticsearch => 9200 VulnWhisperer
Praeco => TCP:8080 Elastalert
8 GB memory
Nessus => TCP:8834 Praeco
S§SH == TCP:22 Wazuh
2vcpus FileBeat
Windows 10 RDP == TCP:3389
4 GB memory Wazuh-agent
Client endpoints
2 vcpus FileBeat
Ubuntu 18.04 LTS §SH == TCP:22
4 GB memory Wazuh-agent

Pucynok 15 — TpeGoBaHus Kk mporpaMMHO-aIapaTHOMy 00€CIIEUeHHIO
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Texnuuecxue nayku / Technical science

[oxpasnenenue Incident Response Haxoaurest Ha BTOpoM ypoBHE. OHH OTBEUArOT 3a MPOopabOTKy Hai-
JIEHHOTO MHLKCHTA MIyTEM JIOKAJIbHOTO paccieloBaHUs U UCCIIeI0BaHUs HallIeHHBIX apTedakToB. [1pu Bo3-
HUKHOBCHHWH KPUTHYECKOM CUTYaITH JAHHBIC CIICIIMATHUCTHI IIEPBBIMU BBIC3KAIOT HA MECTO MTPOM3O0IIEAIICTO
MHIWACHTA, TBITAsICh IpepBarh ero u ycrpanutb. Otnen Malware Analysts HaxoquTcsi B IDIOTHOM COTPYII-
HUUYECTBE C JAHHBIM OT/EJIOM, TTO3BOJISS ONEPATHBHO MPOBOANUTH MCCIICAOBAHUS apTe(akToOB, BhIAaBas He-
00XomuMyI0 HH(POPMAIHH O BPEIOHOCHOM MPOTPaMMHOM OOCCIICUCHHN — MaJBapH M PEKOMEHIAINH I10 e
YCTPaHEHHIO HITH OCJIA0ICHUIO.

Ha tpersem ypoBHe pacmonaratotrcs: Forensics, Threat Hunting u Threat Intelligence. HanpaBnenue
Forensics oTBe9aeT 3a KpUMHHAIHMCTHKY, KOTOPOE COMPOBOXKAACTCS B MEJSIX HAXOKICHUS ITyTH 3apaskeHu,
UACHTU(UKATOPOB TPYIIIUPOBOK, cOOpa HU(POBBIX YUK Ul JalbHEHIIEro MpeJocTaBiIeHus UX B cyneo-
HOM TIpoIiecce.

Threat Hunting — 1oBONEHO HOBOE HaIIpaBlICHHE, KOTOPOE OTBEYAET 3a HEIIPEPHIBHEIA OUCK yrpo3. JlaH-
HBI TIPOIIECC MOCTPOCH Ha TEXHUKaX, MpuMeHseMbIX B Penetration Testing u Red Teaming, HO 3HAYNTEITHHO
OTJIMYaeTcs TeM, YTO CaM MpoliecC HApaBJIeH Ha He SKCIUIyaTallio YA3BUMOCTH JIaIbHEHIIIErO ee pa3BUTHS,
a b Ha (GaKT ee HAXOKIACHUS 0e3 MpeoCTaBICHHS IOPUINIECKON OCHOBEL. Bce momyueHHbIe JaHHBIC Ha
BXO7I€ ITpOIIecca COOMPArOTCs B 0OIIyI0 Oa3y 3HaHUMH, I7Ie KayKIbIi OTAEIN ee o0oramiaeT.

Eme oquH noBONMBHO-TakK 3HaYMMBIA oTaen 91o Threat Intelligence, TyT crienmanucTbl He UMEIOT KaKUX-
00 OTpaHUYCHHH B M3ydeHHH chepbl KHOepyrpo3. B 0OCHOBHOM, OHHM 3aHUMAIOTCSI HCCIICIOBATEIBCKOM JIes-
TEIBHOCTBIO, TJIC HAXOMAT M KIACCU(PUITPYIOT HOBBIE YTPO3bI 0e30MacHOCTH. M3ydaroTcst U3BECTHBIC aTaKH JIF0-
OBIX XaKepCKHUX IPYIITUPOBOK, BBIABIISAIOT B3aUMOCBS3H, IPOTHO3UPYIOT Pa3BUTHE HOBBIX TEHJCHIUH B 001acTH
0€30MacCHOCTH, COCTABILIIOT OOIIEIOCTYIIHBIC MyOIUKAIIMK O HAACHHBIX aHOMAIMSIX U apTedakTax U T. 1.

Hy»XHO OTMETHTB, 94TO OTAENOB OBIBACT OIPOMHOE KOJIMYECTBO H HEOOXOIMMO HX MEXKIY CO00H KOOpIH-
HHUpoOBaTh. Tak BOT, KOOPAMHAIMEH NEHCTBHI, yIETOM PHUCKOB, OIOIKETa M IMPOYNMH MEHEIKEPCKUMH TIPO-
neccamu 3anuMaetcs maBHbll SOC Manager. B cBoto ouepe/ib, OH HAXOIUTCS 10]] IOAYMHEHHUEM BIIaJesblia
SOC’a nnm Chief Information Security Officer (CISO). [TogpoOHee mporiecc B3auMoIeHCTBHS ToApasaese-
Huit Security Operations Center MOXHO ITOKa3aH Ha pucyHke 16 [9].

CIsO |

| Incident ""
| Responder |
A Threat
Hunters

|Alert Analysts | -
|fl ."I
Forensics | socC ger | DevSecOps
\ /)
N
( |Alert Analysts|
3-ypoeeHs /
Threat o\
2 - ypogeHs / \
Intelligence \ Matsare /

\ Analysts |

1-ypoeeHs

Pucynok 16 — Cxema B3anmozelictsus noapasnenenuit SOC
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3akmouenne. O000IIAs Bce CKa3aHHOE BBIIMIC, MOKHO KOHCTATHPOBATh, YTO HA CETOMHSIIHHMI JCHb IIO-
MPEKHEMY aKTyaJIbHa IpodiieMa 3auThl HHPOPMAIIUH aBTOMATU3HPOBAHHBIX CUCTEM, HECMOTPSI Ha OOJTBIIIOE KO-
JIMYECTBO Pa3pabOTaHHBIX CPEJICTB €€ 3aIUTEL, TPOrPAMMHOTO 00CCTICUEHHST, METOIOJIOTHI OOHAPYKEHHUS aTak.

BBezenne HOBOTO MOHATHS «HEHPOCETEBBIC ANITOPUTMEI YIIPABICHUS CHCTEMaMHU HH(POPMAIIMOHHOU Oe3-
OIMAaCHOCTW», 00JIaCTh MPUMEHEHHS KOTOPOTO TEMaTHUECKU CBs3aHa C MPOrpaMMHO-AIapaTHBIMKU CPE/ICTBA-
MU obecriedeHnsT HHPOPMAIMOHHON 0€30IIaCHOCTH, CYIIECTBCHHO OMOTHSCT ONMpPEICICHIe TAKUX MOHITHH,
KaK UCKyCCTBEeHHast HelipoHHas ceTb [10] u neliponnas cetb [11].

B cBoro ouepenp, MIMPOKOE NPUMEHEHHE MPEUIOKEHHOTO 1MO/IX0a K (POPMUPOBAHUIO HEHPOCETEBBIX
QITOPUTMOB YIIPABJICHHUS TIO3BOJIUT BEChMa IPPEKTHBHO HCIIOIB30BATH MMEIOIIEECs MPOrpaMMHO-aIIapar-
HBIC CPENCTBA ISl 00ECICUCHUS MAKCHMAaTbHO-BO3MOXKHOH 3aIllMTHl aBTOMAaTU3UPOBAHHBIX CHCTEM OT yTpo3
nHPOPMAMOHHON O€30MaCHOCTH.

[Tpumenenue case cpeacTs 1mo3Boiuio padpadorars aiast PMIT SOC neobxomumyto KonnenryanbHas Mo-
JICTIb, OTIMCHIBAIONIYIO: | — Ipoliecc pearupoBaHys Ha HHIUACHT HH(POPMAMOHHOI 6€3011acCHOCTH Ha IPHMEpe
muarpamMmel IDEFO; 2 — mexoMmo3ummro mporecca pearnpoBaHys Ha HHIMACHT WH()OPMAIOHHOW Oe301mac-
Hoctu (IDEF0); 3 — anropuT™M MOHUTOPUHTA aHOMAJIBHON aKTHBHOCTH Ha MpUMEpE TUarpaMMbl TIOCIe0Ba-
TENBPHOCTEH; 4 — allTOPUTM YCTPaHEHUsI YI3BUMOCTEH Ha MpUMEpEe IuarpaMMa COCTOSHHU CHCTEMBI; 5 — 00-
ee B3auMOICHCTBIE KOMIIOHEHTOB BHYTPH IIaT(OPMBI II0 MOHUTOPUHTY Ha IIPUMEPE JUarpaMMbl KJIACCOB.

[TonyuyeHHble pe3ysbTaThl IPUMEHEHHS case CPEeACTB Ul PELIeHHs NMOCTaBICHHBIX 3a/au SBJIAETCS Ha-
IJISITHBIM TIPEMEPOM YCIIEIITHOTO UCTIONB30BaHUS TaHHOW TEXHOJIOTHH, KOTOPast MOKET ObITh PEKOMEHI0BaHA
IUTSL pEIICHHs APYTUX MOAO00HBIX 331349 B cepe HHpOopMannoHHOH Oe30IacHOCTH.

Hoctynuna: 28.01.22; peuensuponana: 09.02.22; npunsra: 15.02.22.
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